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	Expert Oracle and Java Security: Programming Secure Oracle Database Applications with Java provides resources that every Java and Oracle database application programmer needs to ensure that they have guarded the security of the data and identities entrusted to them. You'll learn to consider potential vulnerabilities, and to apply best practices in secure Java and PL/SQL coding. Author David Coffin shows how to develop code to encrypt data in transit and at rest, to accomplish single sign-on with Oracle proxy connections, to generate and distribute two-factor authentication tokens from the Oracle server using pagers, cell phones (SMS), and e-mail, and to securely store and distribute Oracle application passwords.


	Early chapters lay the foundation for effective security in an Oracle/Java environment. Each of the later chapters brings example code to a point where it may be applied as-is to address application security issues. Templates for applications are also provided to help you bring colleagues up to the same secure application standards. If you are less familiar with either Java or Oracle PL/SQL, you will not be left behind; all the concepts in this book are introduced as to a novice and addressed as to an expert.

	
		Helps you protect against data loss, identity theft, SQL injection, and address spoofing
	
		Provides techniques for encryption on network and disk, code obfuscation and wrap, database hardening, single sign-on and two-factor
	
		Provides what database administrators need to know about secure password distribution, Java secure programming, Java stored procedures, secure application roles in Oracle, logon triggers, database design, various connection pooling schemes, and much more



	What you’ll learn

	
		Guard against data loss, identity theft, SQL Injection, and to address spoofing
	
		Protect sensitive data through encryption, both on disk and on the wire
	
		Control access to data using secure roles, single sign-on, proxy connections, and two-factor authentication
	
		Protect sensitive source ode through randomization, obfuscation, and wrapping
	
		Thwart attempts at SQL injection and other common attacks
	
		Manage constraints on the visibility of data and the scope of access



	Who this book is for


	Expert Oracle and Java Security: Programming Secure Oracle Database Applications with Java is for every Java developer who uses an Oracle database. It is also for every Oracle database administrator or PL/SQL programmer who supports Java client and web applications. Whatever role you play in developing and supporting Java and Oracle applications, you need to address computer, application, data, and identity security. This book offers the tools you'll need to effectively manage security across all aspects of the applications you support.


	Table of Contents

	
		Introduction
	
		Oracle Security
	
		Secure Java Development Concepts
	
		Java Stored Procedures  
	
		Adding Public Key Encryption
	
		Adding Secret Password Encryption
	
		A Working Model for Data Encryption in Transit  
	
		Implementing Single Sign On
	
		Implementing Two-Factor Authentication
	
		Application Identification and Authorization  
	
		Enhancing Our Security
	
		Administration of This Security System
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Windows 8 App Projects - XAML and C# Edition (Expert's Voice in Windows 8)Apress, 2013

	Become a leading Windows 8 app developer by using Windows 8 App Projects - XAML and C# Edition to learn techniques, tools, and ideas to create successful, 5-star apps.

	

	Windows 8 App Projects - XAML and C# Edition shows you the nuts and bolts of the Windows 8...
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Advanced Qt Programming: Creating Great Software with C++ and Qt 4Prentice Hall, 2010

	This book is aimed at existing C++/Qt programmers and presents ideas and techniques that are too advanced or specialized (although not necessarily difficult), for a first book on Qt.

	

	Qt has now grown to over 700 classes and well over a million words of documentation, far too much to cover in a single volume. So instead of...
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Professional SharePoint 2010 AdministrationWrox Press, 2010

	Thorough coverage of the improvements and changes to SharePoint 2010


	SharePoint 2010 boasts a variety of incredible new features that will challenge even the most experienced administrator who is upgrading from SharePoint 2007. Written by a team of SharePoint experts, this book places a takes aim at showing you how to make these...
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Beginning C++17: From Novice to ProfessionalApress, 2018

	Learn how to program using the updated C++17 language. You'll start with the basics and progress through step-by-step examples to become a working C++ programmer. All you need are Beginning C++17 and any recent C++ compiler and you'll soon be writing real C++ programs. There is no assumption of prior programming knowledge.

	...
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Managing Mission - Critical Domains and DNS: Demystifying nameservers, DNS, and domain namesPackt Publishing, 2018

	
		This book will give you an all encompassing view of the domain name ecosystem combined with a comprehensive set of operations strategies. 

	
		Key Features

		
			Manage infrastructure, risk, and management of DNS name servers. Get hands-on with factors like types of name servers, DNS queries and and...
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Pro WF: Windows Workflow in .NET 4Apress, 2010

	Windows Workflow Foundation (WF) is a revolutionary part of the .NET 4 Framework that allows you to orchestrate human and system interactions as a series of workflows that can be easily mapped, analyzed, adjusted, and implemented. As business problems become more complex, the need for workflow-based solutions has never been more evident. WF...
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