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	Security was, is, and will be one of the most important aspects of Enterprise Applications and one of the most challenging areas for architects, developers, and administrators. It is mandatory for Java EE application developers to secure their enterprise applications using Glassfish security features.


	Learn to secure Java EE artifacts (like Servlets and EJB methods), configure and use GlassFish JAAS modules, and establish environment and network security using this practical guide filled with examples. One of the things you will love about this book is that it covers the advantages of protecting application servers and web service providers using OpenSSO.


	The book starts by introducing Java EE security in Web, EJB, and Application Client modules. Then it introduces the Security Realms provided in GlassFish, which developers and administrators can use to complete the authentication and authorization setup. In the next step, we develop a completely secure Java EE application with Web, EJB, and Application Client modules.


	The next part includes a detailed and practical guide to setting up, configuring, and extending GlassFish security. This part covers everything an administrator needs to know about GlassFish security, starting from installation and operating environment security, listeners and password security, through policy enforcement, to auditing and developing new auditing modules.


	Before starting the third major part of the book, we have a chapter on OpenDS discussing how to install, and administrate OpenDS. The chapter covers importing and exporting data, setting up replications, backup and recovery and finally developing LDAP based solutions using OpenDS and Java.


	Finally the third part starts by introducing OpenSSO and continues with guiding you through OpenSSO features, installation, configuration and how you can use it to secure Java EE applications in general and web services in particular. Identity Federation and SSO are discussed in the last chapter of the book along with a working sample.


	Inspired from real development cases, this practical guide shows you how to secure a GlassFish installation and how to develop applications with secure authentication based on GlassFish, Java EE, and OpenSSO capabilities.


	What you will learn from this book

	
		Develop secure Java EE applications including Web, EJB, and Application client modules.
	
		Reuse the security assets you have by learning GlassFish security realms in great details along with the sample for each realm.
	
		Secure GlassFish installation including operating system security and JVM policy configuration.
	
		Secure Java EE applications using OpenSSO and set up Single Sign-On (SSO) between multiple applications.
	
		Secure web services using Java EE built-in features, OpenSSO and WS-Security.
	
		Secure network listeners and passwords using GlassFish provided facilities.
	
		Learn using OpenSSO services, SDKs, and agents to secure Java EE enterprise applications including Web Services.
	
		Learn using OpenDS both as administrator and as an LDAP solution developer.
	
		All command lines and more than 90% of the book content applies for both GlassFish 3.x and 2.x.



	Approach


	Security is driven by requirement and design and we implement security on the basis of the requirements provided by analysts. In this book, we take a programmatic approach to understand Java EE and GlassFish security.


	You will find plenty of code samples in this book. It is easy to secure your application when you have a demonstration of a complete and working application explained in the book, isn't it? Each chapter starts with the importance and relevance of the topic by introducing some Java EE applications requirement, which will encourage you to read it further.


	Who this book is written for


	This book is for application designers, developers and administrators who work with GlassFish and are keen to understand Java EE and GlassFish security.


	To take full advantage of this book, you need to be familiar with Java EE and GlassFish application servers. You will love this book if you are looking for a book that covers Java EE security and using GlassFish features to create secure Java EE applications, or to secure the GlassFish installation and operating environment and using OpenSSO.
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Beginning Java 8 APIs, Extensions and Libraries: Swing, JavaFX, JavaScript, JDBC and Network Programming APIsApress, 2014

	Beginning Java 8 APIs, Extensions and Libraries completes the Apress learning Java journey and is a comprehensive approach to learning the Java programming language extensions and available APIs and libraries, including the new JavaFX APIs.


	This book covers the key extensions of the Java programming...
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XML in a Nutshell, Third EditionO'Reilly, 2004
There's a lot to know about XML, and it s constantly  evolving. But you don't need to commit every syntax, API, or  XSLT transformation to memory; you only need to know where  to find it. And if it's a detail that has to do with XML or  its companion standards, you'll find it--clear, concise,  useful, and well-organized--in the updated third...
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Professional .NET 2.0 Generics (Programmer to Programmer)Wrox Press, 2005
Professional .NET 2.0 Generics
Generics represent one of the most compelling additions to the .NET platform, bringing a new dimension of type-safety, expressiveness, and performance to your data types. Professional .NET 2.0 Generics provides a detailed examination of all the facets of what you can achieve through applying generics. This...
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Practical FPGA Programming in C (Prentice Hall Modern Semiconductor Design Series)Prentice Hall, 2005
High-performance FPGA-accelerated software applications are a growing demand in fields ranging from communications and image processing to biomedical and scientific computing. This book introduces powerful, C-based parallel-programming techniques for creating these applications, verifying them, and moving them into FPGA hardware.
The authors...
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Mastering Autodesk VIZ 2005Sybex, 2004
Experience the Full Range of VIZ 2005's Powerful Tools
   Creating hyper-realistic 3D visualizations of your designs just got easier with Autodesk VIZ 2005. Using its enhanced rendering technology, architectural materials, software interoperability, surface modeling tools, and user interface, you’ll work more efficiently...
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The Gale Encyclopedia of Alternative Medicine - 4 Volume setGacl, 2005

	The Gale Encyclopedia of Alternative Medicine is a medical reference product designed to inform and educate readers about a wide variety of complementary therapies and herbal remedies and treatments for prevalent conditions and diseases. Thomson Gale believes the product to be comprehensive, but not necessarily definitive. It is intended to...
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