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	Intrusion Prevention and Active Response : Deploying Network and Host IPS, 9781932266474 (193226647X), Syngress Publishing, 2005
From the Foreword by Stephen Northcutt, Director of Training and Certification, The SANS Institute
Within a year of the infamous "Intrusion Detection is Dead" report by Gartner, we started seeing Intrusion Prevention System (IPS) products that actually worked in the real world. Security professionals are going to be approaching management for funding in the next year or two to procure intrusion prevention devices, especially Intelligent switches from 3Com (TippingPoint), as well as host-based intrusion prevention solutions like Cisco Security Agent, Platform Logic, Ozone or CrossTec. Both managers and security technologists face a pressing need to get up to speed, and fast, on the commercial and open source intrusion prevention solutions. This is the first book-length work that specifically concentrates on the concept, implementation, and implications of intrusion prevention and active response. The term IPS has been thrown around with reckless abandon by the security community. Here, the author team works to establish a common understanding and terminology, as well as compare the approaches to intrusion prevention. 

	Transition from Intrusion Detection to Intrusion PreventionUnlike IDS, IPS can modify application-layer data or perform system call interception.
	Develop an Effective Packet Inspection ToolboxUse products such as the Metasploit Framework as a source of test attacks.
	Travel Inside the SANS Internet Storm CenterReview packet captures of actual attacks, like the "Witty" worm, directly from the handler's diary.
	Protect Against False PositivesRemember that, unlike an IDS, an IPS will REACT to an intrusion. 
	Integrate Multiple Layers of IPSCreate a multivendor defense at the Data Link, Network, Transport, and Application layers.
	Deploy Host Attack Prevention MechanismsIncludes stack hardening, system call interception, and application shimming.
	Implement Inline Packet Payload AlterationUse Snort Inline or a Linux kernel patch to the Netfilter string match extension.
	Covers all Major Intrusion Prevention and Active Response SystemsIncludes  Snort Inline, SnortSAM, PaX, StackGuard, LIDS, FWSnort, PSAD, Enterasys Web IPS, and mod_securit.
	Deploy IPS on Web Servers at the Applications LayerThe loading of an application-level IPS in process by the Web server will protect the server and inspect encrypted traffic.
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Hacker Cracker: A Journey from the Mean Streets of Brooklyn to the Frontiers of CyberspaceWilliam Morrow, 2002

	One of the most gripping yet improbable stories spawned by the computer revolution, Hacker Crocker is a classic American-dream success story set on the razor edge of high technology. Ejovi Nuwere takes the reader on the roller-coaster ride of his extraordinary life, from the bullet-riddled, drugged-out streets of one of America's...


		

JUnit in Action, Second EditionManning Publications, 2010

	
		When JUnit was first introduced a decade ago by Kent Beck and Erich Gamma, the Agile movement was in its infancy, "Test Driven Development" was unknown, and unit testing was just starting to move into the typical developer's vocabulary. Today, most developers acknowledge the benefits of unit testing and rely on the...



		

A Rapid Introduction to Adaptive Filtering (SpringerBriefs in Electrical and Computer Engineering)Springer, 2012

	In this book, the authors provide insights into the basics of adaptive filtering, which are particularly useful for students taking their first steps into this field. They start by studying the problem of minimum mean-square-error filtering, i.e. Wiener filtering. Then, they analyze iterative methods for solving the optimization problem, e.g....





	

Canon EOS 40D Digital Field GuideJohn Wiley & Sons, 2008
Picture the images you'll capture with your 40D
    In the Canon EOS 40D, speed and reliability meet superior image quality and affordability. And the more you know about your camera, the better your images will be. So don't wait another minute. Learn how to work with color spaces and white balance, use Live View, set up the...


		

MCDST Self-Paced Training Kit (Exam 70-271): Supporting Users and Troubleshooting a Microsoft  Windows  XP Operating System (Pro - Certification)Microsoft Press, 2004
Announcing an all-new MCDST TRAINING KIT designed to help maximize your performance on EXAM 70-271, one of two required exams for the new Microsoft Desktop Support Technician Certification. This kit packs the tools and features exam candidates want most—including in-depth, self-paced training based on final exam content; rigorous,...


		

Java Performance TuningO'Reilly, 2000
No matter what language they're programming in, developers always wish things would run faster! Especially when writing mission-critical applications, no one wants to be limited by the programming environment. 
Java Performance Tuning provides all the details you need to know to "performance tune" any type of Java program...
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