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	Utilize Python scripting to execute effective and efficient penetration tests


	About This Book

	
		Understand how and where Python scripts meet the need for penetration testing
	
		Familiarise yourself with the process of highlighting a specific methodology to exploit an environment to fetch critical data
	
		Develop your Python and penetration testing skills with real-world examples



	Who This Book Is For


	If you are a security professional or researcher, with knowledge of different operating systems and a conceptual idea of penetration testing, and you would like to grow your knowledge in Python, then this book is ideal for you.


	What You Will Learn

	
		Familiarise yourself with the generation of Metasploit resource files
	
		Use the Metasploit Remote Procedure Call (MSFRPC) to automate exploit generation and execution
	
		Use Python's Scrapy, network, socket, office, Nmap libraries, and custom modules
	
		Parse Microsoft Office spreadsheets and eXtensible Markup Language (XML) data files
	
		Write buffer overflows and reverse Metasploit modules to expand capabilities
	
		Exploit Remote File Inclusion (RFI) to gain administrative access to systems with Python and other scripting languages
	
		Crack an organization's Internet perimeter
	
		Chain exploits to gain deeper access to an organization's resources
	
		Interact with web services with Python



	In Detail


	Python is a powerful new-age scripting platform that allows you to build exploits, evaluate services, automate, and link solutions with ease. Python is a multi-paradigm programming language well suited to both object-oriented application development as well as functional design patterns. Because of the power and flexibility offered by it, Python has become one of the most popular languages used for penetration testing.


	This book highlights how you can evaluate an organization methodically and realistically. Specific tradecraft and techniques are covered that show you exactly when and where industry tools can and should be used and when Python fits a need that proprietary and open source solutions do not.


	Initial methodology, and Python fundamentals are established and then built on. Specific examples are created with vulnerable system images, which are available to the community to test scripts, techniques, and exploits. This book walks you through real-world penetration testing challenges and how Python can help.


	From start to finish, the book takes you through how to create Python scripts that meet relative needs that can be adapted to particular situations. As chapters progress, the script examples explain new concepts to enhance your foundational knowledge, culminating with you being able to build multi-threaded security tools, link security tools together, automate reports, create custom exploits, and expand Metasploit modules.


	Style and approach


	This book is a practical guide that will help you become better penetration testers and/or Python security tool developers. Each chapter builds on concepts and tradecraft using detailed examples in test environments that you can simulate.
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Management of Hazardous Energy: Deactivation, De-Energization, Isolation, and LockoutCRC Press, 2012

	Hazardous energy present in systems, machines, and equipment has injured, maimed, and killed many workers. One serious injury can stop the growth of your business in its tracks. Management of Hazardous Energy: Deactivation, De-Energization, Isolation, and Lockout provides the practical tools needed to assess hazardous energy in...
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Black Families at the Crossroads: Challenges and ProspectsJossey-Bass, 2004
This updated edition of the classic book Black Families at the Crossroads offers a comprehensive examination of the diverse and complex issues surrounding Black families. Leanor Boulin Johnson and Robert Staples combine more than sixty years of writing and research on Black families to offer insights into the pre-slavery development of the Black...
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Beginning Rails 4 (The Expert's Voice in Web Development)Apress, 2013

	Beginning Rails 4 is a book that will guide you from never having programmed with Ruby, to having a Rails application built and deployed to the web. You'll learn how to combine all the components of Rails to develop your own web applications. 






	You will learn how to use Git for source control...
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Professional Android Open Accessory Programming with Arduino (Wrox Programmer to Programmer)Wrox Press, 2013

	Learn how to control your home or car from your Android smartphone - air conditioning, lights, entertainment systems, and more!


	Android Open Accessory is a new, simple, and secure protocol for connecting any microcontroller-empowered device to an Android smartphone or tablet. This Wrox guide shows Android programmers how to...


	[image: ]	[image: ][image: Autodesk InfraWorks 360 and Autodesk InfraWorks 360 LT Essentials]

Autodesk InfraWorks 360 and Autodesk InfraWorks 360 LT EssentialsSybex, 2015

	Get up to speed and get to work quickly with the official InfraWorks handbook


	Autodesk InfraWorks and InfraWorks 360 Essentials, 2nd Edition is your comprehensive, hands-on guide to this popular civil engineering software. This unique guide features concise, straightforward explanations and real world exercises...
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XML Programming Using the Microsoft XML ParserApress, 2002

	XML Programming Using the Microsoft XML Parser is written for programmers interested in XML development using Microsoft technologies. Coupling valuable discussion of the Microsoft XML parser, Windows platform, and XML development software with the numerous core XML technologies, including XSLT, XPATH, SAX, DOM, XML Schema, and SOAP,...
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