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		Prepare for the next wave of challenges in enterprise security. Learn to better protect, monitor, and manage your public and private APIs.
	

	
		Enterprise APIs have become the common way of exposing business functions to the outside world. Exposing functionality is convenient, but of course comes with a risk of exploitation. This book teaches you about using OAuth 2.0 and related profiles to access APIs securely with web applications, single-page applications, native mobile applications and browser-less applications. Benefit from lessons learned from analyzing multiple attacks that have taken place by exploiting security vulnerabilities in various OAuth 2.0 implementations. Explore root causes, and improve your security practices to mitigate against similar future exploits.
	

	
		Security must be an integral part of any development project. This book shares best practices in designing APIs for better security. API security has evolved since the first edition of this book, and the growth of standards related API security has been exponential. OAuth 2.0 is the most widely adopted framework that is used as the foundation for these standards. This book shows you how to apply OAuth 2.0 to your own situation in order to secure and protect your enterprise APIs from exploitations and attacks.
	

	
		What You Will Learn

	
			
				Securely design, develop, and deploy enterprise APIs
	
				Pick security standards and protocols to match business needs
	
				Mitigate security exploits by understanding the OAuth 2.0 threat landscape
	
				Federate identities to expand business APIs beyond the corporate firewall
	
				Protect microservices at the edge by securing their APIs
	
				Develop native mobile applications to access APIs securely
	
				Integrate applications with SaaS APIs protected with OAuth 2.0


	

	
		Who This Book Is For

	

	
		Enterprise security architects who are interested in best practices around designing APIs. The book is also for developers who are building enterprise APIs and integrating with internal and external applications. 
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Brachytherapy: Techniques and EvidencesSpringer, 2018

	
		Brachytherapy has a long history since the discovery of radium-226 by Marie Curie
	
		in 1898 and its introduction to the cancer treatment in France in 1901. Already in
	
		1913, the clinical results of brachytherapy in cervical cancer surpassed the results
	
		obtained through Wertheim’s operation. The era of “Strahl...
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PCM-Based Building Envelope Systems: Innovative Energy Solutions for Passive Design (Green Energy and Technology)Springer, 2020

	
		PCM Enhanced Building Envelopes presents the latest research in the field of thermal energy storage technologies that can be applied to solar heating and cooling with the aim of shifting and reducing building energy demand. It discusses both practical and technical issues, as well as the advantages of using common phase change...
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Where the Germs Are: A Scientific SafariJohn Wiley & Sons, 2003
"'Dirty! Don't touch! Yuck! Feh! You don't know where it's been!' These admonitions ring in our ears-for some of us our earliest memories of parental exhortation, for others the indelible mark of our deepest fears. Germs, as we know, are everywhere, lying in wait to attack the inadequately vigilant or insufficiently armed, gangs of serial...
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Russia - Culture Smart!: The Essential Guide to Customs & Culture (112)Kuperard, 2021

	
		Don’t just see the sights—get to know the people.

		

		Discovering the Russian soul is like opening a matryoshka, a Russian doll, revealing the many layers. The Russian orthodox religion is unique; Russian history is tragic; and the people are unpredictable. Russia s military and political...
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Physical Biochemistry: Principles and ApplicationsJohn Wiley & Sons, 2009
"an excellent textbook..." 
 --Microbiology Today, February 2001

       "As will be seen, there is not much missing here. I thought that the sections were well balanced, with rarely too much or too little on a given topic...This is a text to be welcomed by both teachers and students." BIOCHEMISTRY &...
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Space-Efficient Data Structures, Streams, and Algorithms: Papers in Honor of J. Ian Munro, on the Occasion of His 66th BirthdaySpringer, 2013

	This Festschrift volume, published in honour of J. Ian Munro, contains contributions written by some of his colleagues, former students, and friends. In celebration of his 66th birthday the colloquium "Conference on Space Efficient Data Structures, Streams and Algorithms" was held in Waterloo, ON, Canada, during August 15-16, 2013....
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