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	In the 1970s researchers noticed that radioactive particles produced by elements naturally present in packaging material could cause bits to flip in sensitive areas of electronic chips. Research into the effect of cosmic rays on semiconductors, an area of particular interest in the aerospace industry, led to methods of hardening electronic devices designed for harsh environments. Ultimately various mechanisms for fault creation and propagation were discovered, and in particular it was noted that many cryptographic algorithms succumb to so-called fault attacks.


	Preventing fault attacks without sacrificing performance is nontrivial and this is the subject of this book. Part I deals with side-channel analysis and its relevance to fault attacks. The chapters in Part II cover fault analysis in secret key cryptography, with chapters on block ciphers, fault analysis of DES and AES, countermeasures for symmetric-key ciphers, and countermeasures against attacks on AES. Part III deals with fault analysis in public key cryptography, with chapters dedicated to classical RSA and RSA-CRT implementations, elliptic curve cryptosystems and countermeasures using fault detection, devices resilient to fault injection attacks, lattice-based fault attacks on signatures, and fault attacks on pairing-based cryptography. Part IV examines fault attacks on stream ciphers and how faults interact with countermeasures used to prevent power analysis attacks. Finally, Part V contains chapters that explain how fault attacks are implemented, with chapters on fault injection technologies for microprocessors, and fault injection and key retrieval experiments on a widely used evaluation board.


	This is the first book on this topic and will be of interest to researchers and practitioners engaged with cryptographic engineering.
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Building Node Applications with MongoDB and BackboneO'Reilly, 2013

	
		Build an application from backend to browser with Node.js, and kick open the doors to real-time event programming. With this hands-on book, you’ll learn how to create a social network application similar to LinkedIn and Facebook, but with a real-time twist. And you’ll build it with just one programming language:...
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iReport 3.7Packt Publishing, 2010

	Although JasperReports is the world's most popular open source Java reporting library, it has always lacked one thing: It doesn't provide a tool to visually design reports. iReport is a visual report designer built on JasperReports that fills that lack. It is an intuitive and easy-to-use visual report builder/designer for...
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How to Study 2eLearning Express, 2000


	This book asks a lot of questions to help you learn how to study

	effectively. But there are no “right”or “wrong” answers here. Every question

	is designed to help you discover how you learn, and to help you do more of

	what works for you—whether you’re reading a text, listening to a lecture,...
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Just Java(TM) 2 (6th Edition)Prentice Hall, 2004
  			The #1 introduction to J2SE 1.5 and enterprise/server-side development!  		

An international bestseller for eight years,   				Just Java(TM) 2  			 is the complete, accessible Java tutorial for...
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The Elements of Investing: Easy Lessons for Every InvestorJohn Wiley & Sons, 2013

	An updated look at best rules of investing provided by two of the world's greatest financial thinkers


	In the updated edition of The Elements of Investing, authors Charles Ellis and Burton Malkiel—two of the world's greatest financial thinkers—have again combined their talents to produce a...
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Building Websites with ExpressionEngine 2Packt Publishing, 2010

	ExpressionEngine is a flexible, feature-rich content management system used by top designers and web professionals across the world to build and manage their websites. It is written in the world's most popular web scripting language, PHP, and built on the MySQL database server. Are you eager to start creating websites with...
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