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	Learning Python Web Penetration Testing: Automate web penetration testing activities using Python, 9781789533972 (178953397X), Packt Publishing, 2018

	
		Leverage the simplicity of Python and available libraries to build web security testing tools for your application

	
		Key Features

		
			Understand the web application penetration testing methodology and toolkit using Python
	
			Write a web crawler/spider with the Scrapy library
	
			Detect and exploit SQL injection vulnerabilities by creating a script all by yourself


	
		Book Description

	
		Web penetration testing is the use of tools and code to attack a website or web app in order to assess its vulnerability to external threats. While there are an increasing number of sophisticated, ready-made tools to scan systems for vulnerabilities, the use of Python allows you to write system-specific scripts, or alter and extend existing testing tools to find, exploit, and record as many security weaknesses as possible. Learning Python Web Penetration Testing will walk you through the web application penetration testing methodology, showing you how to write your own tools with Python for each activity throughout the process. The book begins by emphasizing the importance of knowing how to write your own tools with Python for web application penetration testing. You will then learn to interact with a web application using Python, understand the anatomy of an HTTP request, URL, headers and message body, and later create a script to perform a request, and interpret the response and its headers. As you make your way through the book, you will write a web crawler using Python and the Scrappy library. The book will also help you to develop a tool to perform brute force attacks in different parts of the web application. You will then discover more on detecting and exploiting SQL injection vulnerabilities. By the end of this book, you will have successfully created an HTTP proxy based on the mitmproxy tool.

	
		What you will learn

		
			Interact with a web application using the Python and Requests libraries
	
			Create a basic web application crawler and make it recursive
	
			Develop a brute force tool to discover and enumerate resources such as files and directories
	
			Explore different authentication methods commonly used in web applications
	
			Enumerate table names from a database using SQL injection
	
			Understand the web application penetration testing methodology and toolkit


	
		Who this book is for

	
		Learning Python Web Penetration Testing is for web developers who want to step into the world of web application security testing. Basic knowledge of Python is necessary.
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Applied Speech and Audio Processing: With Matlab ExamplesCambridge University Press, 2009
Applied Speech and Audio Processing is a MATLAB-based, one-stop resource that blends speech and hearing research in describing the key techniques of speech and audio processing. This practically oriented text provides MATLAB examples throughout to illustrate the concepts discussed and to give the reader hands-on experience with important...

		

Business Communication: Process and Product (with meguffey.com Printed Access Card), 7th EditionSouth-Western College, 2010

	BUSINESS COMMUNICATION: PROCESS AND PRODUCT, 7 is designed to prepare students for success in today's digital workplace as well as tips on job searching skills. The textbook and accompanying Web site explains the basics of communicating in the workplace, working in teams, how to being a good listener and understanding business etiquette....


		

Introduction to Texture Analysis: Macrotexture, Microtexture, and Orientation Mapping, Second EditionCRC Press, 2009

	The first edition of Introduction to Texture Analysis: Macrotexture, Microtexture, and Orientation Mapping broke new ground by collating seventy years worth of research in a convenient single-source format. Reflecting emerging methods and the evolution of the field, the second edition continues to provide comprehensive...





	

The Essential Guide to Managing Small Business GrowthJohn Wiley & Sons, 2003
A cliché it may be but we are living in ever more turbulent times. Business decision-making has become more challenging and unpredictable than ever: we experience unforeseen and often cataclysmic changes in consumer demand, both at home and in export markets; customers continue to demand more, more quickly and for less; new laws and...


		

The Exponential Era: Strategies to Stay Ahead of the Curve in an Era of Chaotic Changes and Disruptive ForcesJohn Wiley & Sons, 2020

	
		This book introduces the Exponential Era, the extraordinary times we are living where the convergence of technology platforms that grow at exponential rates is creating unprecedented opportunities for companies that know how to benefit from it, and disastrous results for those that don't.
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Beginning BlackBerry DevelopmentApress, 2009
Are you a Java programmer looking for a new challenge and money-making opportunity? If so, Beginning BlackBerry Development may just be the book for you. This book will teach you everything you need to know to start developing apps that run on the BlackBerry family of devices and smartphones. With over 50 Million BlackBerry devices sold...
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