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		Penetration testers simulate cyber attacks to find security weaknesses in networks, operating systems, and applications. Information security experts worldwide use penetration techniques to evaluate enterprise defenses.

		

		In Penetration Testing, security expert, researcher, and trainer Georgia Weidman introduces you to the core skills and techniques that every pentester needs. Using a virtual machine-based lab that includes Kali Linux and vulnerable operating systems, you'll run through a series of practical lessons with tools like Wireshark, Nmap, and Burp Suite. As you follow along with the labs and launch attacks, you'll experience the key stages of an actual assessment - including information gathering, finding exploitable vulnerabilities, gaining access to systems, post exploitation, and more.

		

		Learn how to:

		
			Crack passwords and wireless network keys with brute-forcing and wordlists
	
			Test web applications for vulnerabilities
	
			Use the Metasploit Framework to launch exploits and write your own Metasploit modules
	
			Automate social-engineering attacks
	
			Bypass antivirus software
	
			Turn access to one machine into total control of the enterprise in the post exploitation phase


	

	You'll even explore writing your own exploits. Then it's on to mobile hacking - Weidman's particular area of research - with her tool, the Smartphone Pentest Framework.

	

	With its collection of hands-on lessons that cover key tools and strategies, Penetration Testing is the introduction that every aspiring hacker needs.
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Fundamentals of Probability and Statistics for EngineersJohn Wiley & Sons, 2004
Many books are already available on the general topic of 'probability and statistics for engineers and scientists', so why choose this one? This textbook differs in that it has been prepared very much with students and their needs in mind. Having been classroom tested over many years, it is a true "learner's book" made for students who...
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Introducing MavenApress, 2014

	Introducing Maven is your quick start-up primer guide on Maven. This fully packed mini-book includes the new features and enhancements found in the latest version of Maven.


	In this short 100-page book, you'll learn all about Maven and how to set it up to use. You'll learn about the Maven life cycle and how to...
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Mathematical Models in Contact Mechanics (London Mathematical Society Lecture Note Series)Cambridge University Press, 2012

	This text provides a complete introduction to the theory of variational inequalities with emphasis on contact mechanics. It covers existence, uniqueness and convergence results for variational inequalities, including the modelling and variational analysis of specific frictional contact problems with elastic, viscoelastic and viscoplastic...
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Encyclopedia of Pain (3 volume set)Springer, 2006
From the reviews:
 

"Preparing such a mammoth book must have been a massive task. Two editors, 35 section editors and over 500 contributors … all took part. … All-in-all, this encyclopedia is an outstandingly useful resource for clinicians and scientists. … this book could be equally recommended to major...
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Functional Programming in JavaScript: How to improve your JavaScript programs using functional techniquesManning Publications, 2016

	
		Summary

	
		Functional Programming in JavaScript teaches JavaScript developers functional techniques that will improve extensibility, modularity, reusability, testability, and performance. Through concrete examples and jargon-free explanations, this book teaches you how to apply functional programming to...
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Pitch: Neural Coding and Perception (Springer Handbook of Auditory Research)Springer, 2005

	Although pitch has been considered an important area of auditory research since the birth of modern acoustics in the 19th century, some of the most significant developments in our understanding of this phenomenon have occurred comparatively recently. In auditory physiology, researchers are now identifying cells in the brainstem and cortex...
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