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How well does your enterprise stand up against today's sophisticated security threats? In this book, security experts from Cisco Systems demonstrate how to detect damaging security incidents on your global network--first by teaching you which assets you need to monitor closely, and then by helping you develop targeted strategies and pragmatic techniques to protect them.
  
  Security Monitoring is based on the authors' years of experience conducting incident response to keep Cisco's global network secure. It offers six steps to improve network monitoring. These steps will help you:
  

	Develop Policies: define rules, regulations, and monitoring criteria
	Know Your Network: build knowledge of your infrastructure with network telemetry
	Select Your Targets: define the subset of infrastructure to be monitored
	Choose Event Sources: identify event types needed to discover policy violations
	Feed and Tune: collect data, generate alerts, and tune systems using contextual information
	Maintain Dependable Event Sources: prevent critical gaps in collecting and monitoring events


  Security Monitoring illustrates these steps with detailed examples that will help you learn to select and deploy the best techniques for monitoring your own enterprise network.     

       About the Author
   

Chris Fry has been a member of the Computer Security Incident Response Team (CSIRT) at Cisco Systems, Inc for 5 years, focusing on deployment of intrusion detection, network monitoring tools, and incident investigation. He began his career at Cisco in 1997 as an IT analyst, supporting Cisco's production services. His four years as a Network Engineer in Cisco IT's internal network support organization give him valuable knowledge about and unique insight into monitoring production enterprise networks. Chris holds a BA in Corporate Financial Analysis and an MS in Information and Communication Sciences from Ball State University.

Martin Nystrom is a Member of Technical Staff (MTS) for the Computer Security Incident Response Team (CSIRT) at Cisco Systems. He leads the global security monitoring team and provides guidance for incident response and security initiatives. Prior to joining Cisco's CSIRT, he was responsible for designing and consulting on secure architectures for IT projects. Martin worked as an IT architect and a Java programmer for 12 years prior, where he built his experience in the pharmaceutical and computer industries. He received a bachelor's degree from Iowa State University in 1990, a master's degree from NC State University in 2003, and his CISSP certification in 2004. He is the author of O'Reilly's "SQL Injection Defenses", and the forthcoming, "Security Monitoring". He is a frequent conference speaker, and was honored on the Java One Rock Star Wall of Fame. He enjoys speaking at FIRST and Cisco Networkers conferences, and providing security guidance to customers via Cisco's Executive Briefing program. Most of Martin's papers and presos can be found at xianshield.org       
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RESTful PHP Web ServicesPackt Publishing, 2008

	This book discusses the use of PHP to implement web applications based on REST architectural principles. Web services are a popular breed of web application technologies in today's programmable Web, and REST is the most popular style used in there. This book uses real-world examples as well as step-by-step guidelines to explain how to...
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OpenGL Development CookbookPackt Publishing, 2013

	OpenGL brings an added dimension to your graphics by utilizing the remarkable power of modern GPUs. This straight-talking cookbook is perfect for intermediate C++ programmers who want to exploit the full potential of OpenGL


	Overview

	
		Explores current graphics programming techniques including GPU-based...
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Tagging: People-powered Metadata for the Social Web (Voices That Matter)New Riders Publishing, 2008
Tagging is fast becoming one of the primary ways people organize and manage digital information. Tagging complements traditional organizational tools like folders and search on users desktops as well as on the web. These developments mean that tagging has broad implications for information management, information architecture and interface design....
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Industrial Power Engineering Handbook (Newnes Power Engineering Series)Newnes, 2001
Never before has so much ground been covered in a single volume reference source. This five-part work is sure to be of great value to students, technicians and practicing engineers as well as equipment designers and manufacturers, and should become their one-stop shop for all information needs in this subject area.

This book will be of...
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Apache CookbookO'Reilly, 2003
The Apache web server is a remarkable piece of software. The basic package distributed by the Apache Software Foundation is quite complete and very powerful, and a lot of effort has gone into keeping it from suffering software bloat. One facet of the package makes it especially remarkable: it includes extensibility by design. In...
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Regression Analysis with R: Design and develop statistical nodes to identify unique relationships within data at scalePackt Publishing, 2018

	
		Build effective regression models in R to extract valuable insights from real data

	
		Key Features

		
			Implement different regression analysis techniques to solve common problems in data science - from data exploration to dealing with missing values
	
			From Simple Linear Regression...
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