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Techno Security's Guide to E-Discovery and Digital Forensics: A Comprehensive HandbookSyngress Publishing, 2007

	Complete coverage of e-discovery, a growth market, from the people that run the TechnoForensics annual tradeshow.

	

	This book provides IT security professionals with the information (hardware, software, and procedural requirements) needed to create, manage and sustain a digital forensics lab and investigative team that can...
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Securing Windows Server 2008: Prevent Attacks from Outside and Inside Your OrganizationSyngress Publishing, 2008
With the introduction of new revisions to Microsoft products—for example, Windows, Exchange, and Communications Server—we have seen a trend toward “roles” within each product, as opposed to the various products being an all-in-one type of solution (as with Exchange 2007), or being additional features that work as a snap-in,...
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The Real MCTS/MCITP Exam 70-649 Prep Kit: Independent and Complete Self-Paced SolutionsSyngress Publishing, 2008
This book’s primary goal is to help you prepare to take and pass Microsoft’s exam number 70-649, Upgrading Your MCSE on Windows Server 2003 to Windows Server 2008. Our secondary purpose in writing this book is to provide exam candidates with knowledge and skills that go beyond the minimum requirements for passing the exam and help to...
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Nessus Network Auditing, Second EditionSyngress Publishing, 2008
In the war zone that is the modern Internet, manually reviewing each networked system for security fl aws is no longer feasible. Operating systems, applications, and network protocols have grown so complex over the last decade that it takes a dedicated security administrator to keep even a relatively small network shielded from attack.
...
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OS X Exploits and DefenseSyngress Publishing, 2008
Long believed to be a sanctuary of computer security, the Macintosh OS X operating system is increasingly under fire, making it as vulnerable to attack as Windows or Linux operating systems.     

       Threats to Macintosh's OS X operating system are increasing in sophistication and number. Whether it is the exploitation of an...
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Programmer's Ultimate Security DeskRefSyngress Publishing, 2004
The Programmer's Ultimate Security DeskRef is the only complete desk reference covering multiple languages and their inherent security issues. It will serve as the programming encyclopedia for almost every major language in use. While there are many books starting to address the broad subject of security best practices within the software...
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Nagios 3 Enterprise Network Monitoring: Including Plug-Ins and Hardware DevicesSyngress Publishing, 2008
Nagios is an Open Source network, hardware, and application monitoring program. It is designed to inform system administrators of problems on their networks before their clients, end-users or managers do. Nagios is a SysAdmin's best friend. Nagios is installed on over 300,000 machines worldwide, and truly is a global product: approximately 25.6% of...
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The Official CHFI Study Guide (Exam 312-49)Syngress Publishing, 2007
This is the only official, EC-Council-endorsed CHFI (Computer Hacking Forensics Investigator) study guide. It was written for security professionals, systems administrators, IT consultants, legal professionals, IT managers, police and law enforcement personnel studying for the CHFI certification, and professionals needing the skills to identify an...
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Managing Catastrophic Loss of Sensitive Data: A Guide for IT and Security ProfessionalsSyngress Publishing, 2008
The loss of sensitive data continues to be a signifi cant concern for both organizations as well as individuals whose information may be at risk of a breach. Organizations that experience a data breach can suffer reputational damage, loss of customer and constituent confi dence, legal and regulatory scrutiny, and the direct costs of managing an...
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The IT / Digital Legal Companion: A Comprehensive Business Guide to Software, IT, Internet, Media and IP LawSyngress Publishing, 2008
The content goes from the basics to advanced topics such as off-shoring, anti-circumvention, open source business models, user-created content, reverse engineering, mobile media distribution, web and game development, mash-ups, web widgets, and massively multiplayer games.

This book is designed to empower you to:

* Understand...

	[image: ]	[image: ][image: UNIX and Linux Forensic Analysis DVD Toolkit]

UNIX and Linux Forensic Analysis DVD ToolkitSyngress Publishing, 2008
The only Forensic Analysis book covering UNIX, which runs 37% of network servers worldwide.     

       This book addresses topics in the area of forensic analysis of systems running on variants of the UNIX operating system, which is the choice of hackers for their attack platforms. According to a 2007 IDC report, UNIX servers account...
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Network Security Evaluation: Using the NSA IEMSyngress Publishing, 2005
Are you an information security professional looking for a way to conduct network evaluations in a comprehensive and customized manner? Did you know that the National Security Agency has a methodology that they use and recommend? Security Evaluation was written by professionals who not only use this methodology themselves, but who helped develop...
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