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Metasploit Toolkit for Penetration Testing, Exploit Development, and Vulnerability ResearchSyngress Publishing, 2007
This is the first book available for the Metasploit Framework (MSF), which is the attack platform of choice for one of the fastest growing careers in IT security: Penetration Testing. The book and companion Web site will provide professional penetration testers and security researchers with a fully integrated suite of tools for discovering,...

	[image: ]	[image: ][image: AVIEN Malware Defense Guide for the Enterprise]

AVIEN Malware Defense Guide for the EnterpriseSyngress Publishing, 2007
Members of AVIEN (the Anti-Virus Information Exchange Network) have been setting agendas in malware management for several years: they led the way on generic filtering at the gateway, and in the sharing of information about new threats at a speed that even anti-virus companies were hard-pressed to match. AVIEN members represent the best-protected...
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How to Cheat at Securing SQL Server 2005Syngress Publishing, 2007
The perfect book for multi-tasked IT managers responsible for securing the latest version of SQL Server 2005. 

SQL Server is the perfect product for the How to Cheat series. It is an ambitious product that, for the average SysAdmin, will present a difficult migration path from earlier versions and a vexing number of new features. How to...
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How to Cheat at Securing LinuxSyngress Publishing, 2007
Linux servers now account for 33% of all networks servers running worldwide (Source: IDC). The top 3 market share holders in the network server space (IBM, Hewlett-Packard, and Dell) all use Linux as their standard operating system for the majority of their servers designed for medium to large size businesses. As with any technologies, increased...
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Dr. Tom Shinder's ISA Server 2006 Migration GuideSyngress Publishing, 2007
Dr. Tom Shinders ISA Server 2006 Migration Guide provides a clear, concise, and thorough path to migrate from previous versions of ISA Server to ISA Server 2006. ISA Server 2006 is an incremental upgrade from ISA Server 2004, this book provides all of the tips and tricks to perform a successful migration, rather than rehash all of the features...
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Web Application Vulnerabilities: Detect, Exploit, PreventSyngress Publishing, 2007
This book is about Web Application Hacking.  The world-renowned authors teach the reader to use publicly available tools to conduct thorough assessments of web application. This assessment process provides the reader with an understanding of Web application vulnerabilities and how they are exploited. The book goes on to teach the reader to detect,...
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Juniper(r) Networks Secure Access SSL VPN Configuration GuideSyngress Publishing, 2007
Juniper Networks Secure Access SSL VPN appliances provide a complete range of remote access appliances for the smallest companies up to the largest service providers. As a system administrator or security professional, this comprehensive configuration guide will allow you to configure these appliances to allow remote and mobile access for...
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The Best Damn Server Virtualization Book Period: Including Vmware, Xen, and Microsoft Virtual ServerSyngress Publishing, 2007
Server Sprawl and escalating IT costs have managers and system administrators scrambling to find ways to cut costs and reduce Total Cost of Ownership of their physical infrastructure. Combining software applications onto a single server, even if those applications are from the same software vendor, can be dangerous and problems hard to...
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How to Cheat at Deploying and Securing RFIDSyngress Publishing, 2007
RFID is a method of remotely storing and receiving data using devices called RFID tags. RFID tags can be small adhesive stickers containing antennas that receive and respond to transmissions from RFID transmitters. RFID tags are used to identify and track everything from Exxon EZ pass to dogs to beer kegs to library books. 

For security...
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The Best Damn Exchange, SQL and IIS Book PeriodSyngress Publishing, 2007
Exchange, SQL and IIS are at the core of most Microsoft enterprise servers. The 2007 releases of these products, along with the release of Windows Vista and Windows 2008 Server, represents the biggest overhaul of Windows enterprise products since Windows 2000. The dramatic changes to security tools and the addition of features that support...
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The Best Damn Firewall Book Period, Second EditionSyngress Publishing, 2007
The Second Edition of the Best Damn Firewall Book Period is completely revised and updated to include all of the most recent releases from Microsoft, Cisco, Juniper Network, SonicWALL, and Check Point.

Compiled from the best of the Syngress firewall library and authored by product experts such as Dr. Tom Shinder on ISA Server, this...
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Penetration Tester's Open Source Toolkit, Volume 2Syngress Publishing, 2007
Penetration testing a network requires a delicate balance of art and science. A penetration tester must be creative enough to think outside of the box to determine the best attack vector into his own network, and also be expert in using the literally hundreds of tools required to execute the plan. This second volume adds over 300 new pen testing...
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