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	Use this book to learn how to conduct a timely and thorough Risk Analysis and Assessment documenting all risks to the confidentiality, integrity, and availability of electronic Protected Health Information (ePHI), which is a key component of the HIPAA Security Rule. The requirement is a focus area for the Department of Health and Human Services (HHS) Office for Civil Rights (OCR) during breach investigations and compliance audits. This book lays out a plan for healthcare organizations of all types to successfully comply with these requirements and use the output to build upon the cybersecurity program.  


	With the proliferation of cybersecurity breaches, the number of healthcare providers, payers, and business associates investigated by the OCR has risen significantly. It is not unusual for additional penalties to be levied when victims of breaches cannot demonstrate that an enterprise-wide risk assessment exists, comprehensive enough to document all of the risks to ePHI.


	Why is it that so many covered entities and business associates fail to comply with this fundamental safeguard? Building a HIPAA Compliant Cybersecurity Program cuts through the confusion and ambiguity of regulatory requirements and provides detailed guidance to help readers:

	
		Understand and document all known instances where patient data exist
	
		Know what regulators want and expect from the risk analysis process
	
		Assess and analyze the level of severity that each risk poses to ePHI
	
		Focus on the beneficial outcomes of the process: understanding real risks, and optimizing deployment of resources and alignment with business objectives



	What You’ll Learn

	
		Use NIST 800-30 to execute a risk analysis and assessment, which meets the expectations of regulators such as the Office for Civil Rights (OCR)
	
		Understand why this is not just a compliance exercise, but a way to take back control of protecting ePHI
	
		Leverage the risk analysis process to improve your cybersecurity program
	
		Know the value of integrating technical assessments to further define risk management activities
	
		Employ an iterative process that continuously assesses the environment to identify improvement opportunities



	Who This Book Is For


	Cybersecurity, privacy, and compliance professionals working for organizations responsible for creating, maintaining, storing, and protecting patient information
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Taboo: 10 Facts You Can't Talk AboutDecker Publishing, 2020

	It has become virtually impossible to honestly discuss race, gender, and class issues in mainstream American society because if you dare repeat certain "tabooo truths," you'll be ostracized as a bigot. Professor Wilfred Reilly (author of Hate Crime Hoax) fearlessly presents 10 of these truths here and investigates...


	[image: ]	[image: ][image: A Beginner's Guide to R (Use R!)]

A Beginner's Guide to R (Use R!)Springer, 2009

	
		Based on their extensive experience with teaching R and statistics to applied scientists, the authors provide a beginner's guide to R. To avoid the difficulty of teaching R and statistics at the same time, statistical methods are kept to a minimum.
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Polar Oceans from Space (Atmospheric and Oceanographic Sciences Library)Springer, 2010

	The book presents a wealth of material about the polar oceans, more specifically the ice-covered areas and peripheral seas. It provides a detailed history of the changing climate of the polar oceans as observed by satellite sensors in the last three decades. The satellite research data show spatial distributions of surface temperature, sea...
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Big Data For DummiesFor Dummies, 2013

	Find the right big data solution for your business or organization


	Big data management is one of the major challenges facing business, industry, and not-for-profit organizations. Data sets such as customer transactions for a mega-retailer, weather patterns monitored by meteorologists, or social network activity can quickly...


	[image: ]	[image: ][image: From Program to Product: Turning Your Code into a Saleable Product]

From Program to Product: Turning Your Code into a Saleable ProductApress, 2008
Many would–be software entrepreneurs with expertise in many fields attempt to turn a homegrown application—one developed for use in their own business or profession—into a commercial product. Lack of knowledge, experience, or skills often prevents the idea from ever taking shape, let alone achieving its potential. Entering a new...
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Iconoclast: A Neuroscientist Reveals How to Think DifferentlyHarvard Business School, 2008

	No organization can survive without iconoclasts -- innovators who single-handedly upturn conventional wisdom and manage to achieve what so many others deem impossible.

	

	Though indispensable, true iconoclasts are few and far between. In Iconoclast, neuroscientist Gregory Berns explains why. He explores the constraints...
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