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	Hack I.T.: Security Through Penetration Testing, 9780201719567 (0201719568), Addison Wesley, 2002
Penetration testing--in which professional, "white hat" hackers attempt to break through an organization's security defenses--has become a key defense weapon in today's information systems security arsenal. Through penetration testing, I.T. and security professionals can take action to prevent true "black hat" hackers from compromising systems and exploiting proprietary information.
Hack I.T. introduces penetration testing and its vital role in an overall network security plan. You will learn about the roles and responsibilities of a penetration testing professional, the motivation and strategies of the underground hacking community, and potential system vulnerabilities, along with corresponding avenues of attack. Most importantly, the book provides a framework for performing penetration testing and offers step-by-step descriptions of each stage in the process. The latest information on the necessary hardware for performing penetration testing, as well as an extensive reference on the available security tools, is included.

Comprehensive in scope Hack I.T. provides in one convenient resource the background, strategies, techniques, and tools you need to test and protect your system--before the real hackers attack.

Specific topics covered in this book include: 

	Hacking myths
	Potential drawbacks of penetration testing
	Announced versus unannounced testing
	Application-level holes and defenses
	Penetration through the Internet, including zone transfer, sniffing, and port scanning
	War dialing 
	Enumerating NT systems to expose security holes
	Social engineering methods 
	Unix-specific vulnerabilities, such as RPC and buffer overflow attacks
	The Windows NT Resource kit
	Port scanners and discovery tools
	Sniffers and password crackers
	Web testing tools
	Remote control tools
	Firewalls and intrusion detection systems
	Numerous DoS attacks and tools


About the Author

T.J. Klevinsky is part of Ernst & Young's Security and Technology Solutions practice, where he coordinates attack and penetration exercises for Fortune 500 corporations worldwide. He is also an instructor for the Ernst & Young's Extreme Hacking course. Additionally, T.J. is an instructor with SANS, where he teaches the course Contemporary Hacking Tools and Penetration Testing, a survey of recent security related software tools.

Scott Laliberte, CISSP, CISM, MBA, is a leader of Protiviti’s Global Information Security Practice. He has extensive experience in the areas of information systems security, network operations, incident response, and e-commerce, and has served clients in many industries, including healthcare, life sciences, financial services, manufacturing, and other industries. Scott has led many security engagements, including attack and penetration studies, Web application security reviews, systems vulnerability assessments, wireless security reviews, and security systems implementation. In addition, he has led a number of incident response projects, which help organizations identify, stop, and recover from security incidents and attacks. He has spoken on information security topics for a variety of audiences and industries, including MIS Training Institute (MISTI), National Association of Financial Services Auditors (NAFSA), ISACA, IIA, and HCCA. He has been quoted as a security expert in the Financial Times, Securities Industries News, and elsewhere, and has authored numerous information security articles for a variety of publications.

Ajay Gupta, CISSP, founder and president of Gsecurity, is an expert on cyber security, secure architecture, and information privacy. Gsecurity provides cyber security and data privacy services to federal, state, and local governments, as well as commercial clients in the educational, financial, and health-care sectors.
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Python Continuous Integration and Delivery: A Concise Guide with ExamplesApress, 2018

	
		
			
				
					Gain the techniques and tools that enable a smooth and efficient software development process in this quick and practical guide on Python continuous integration (CI) and continuous delivery (CD). Based on example applications, this book introduces various kinds of testing and shows you how to set up...






		

Building Application Servers (SIGS: Advances in Object Technology)Cambridge University Press, 2000


	You've read everything you can find about middleware, CORBA, transaction

	monitors, message brokers, enterprise JavaBeans, and other distributed

	technologies. Now it's time to put them to work. Time to build

	your company's first multi-tiered application. But where do you start?

	How do you structure the programs? How...

		

Business Innovation For DummiesFor Dummies, 2010

	Discover how to access your creative power to boost your success in business


	Success in business demands constant creativity. Generating fresh solutions to problems and the ability to invent new products or services for a changing market are part of the intellectual capital that gives a company its competitive edge.
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Ubiquitous Computing FundamentalsCRC Press, 2009
…a must-read text that provides a historical lens to see how ubicomp has matured into a multidisciplinary endeavor. It will be an essential reference to researchers and those who want to learn more about this evolving field.

-From the Foreword, Professor Gregory D. Abowd, Georgia Institute of Technology
...

		

Drugs Affecting Growth of Tumours (Milestones in Drug Therapy)Birkhauser, 2006

	This topical volume provides an overview of clinically relevant data on anticancer agents. It is not only intended medical doctors working with cancer patients, and for medical researchers and students. The different classes of anticancer drugs are described by international authorities on the various topics. Apart from new targets for...


		

Data Abstraction & Problem Solving with C++: Walls and Mirrors (6th Edition)Pearson Education, 2012

	Data Abstraction and Problem Solving with C++: Walls & Mirrors  provides a firm foundation in data abstraction that emphasizes the distinction between specifications and implementation as the basis for an object-oriented approach. Software engineering principles and concepts as well as UML diagrams are used to enhance...
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