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	Authorized Self-Study Guide


	Implementing Cisco IOS Network Security (IINS)


	 


	Foundation learning for CCNA Security IINS 640-553 exam


	 


	Catherine Paquet


	 


	Implementing Cisco IOS Network Security (IINS) is a Cisco-authorized, self-paced learning tool for CCNA® Security foundation learning. This book provides you with the knowledge needed to secure Cisco® routers and switches and their associated networks. By reading this book, you will gain a thorough understanding of how to troubleshoot and monitor network devices to maintain integrity, confidentiality, and availability of data and devices, as well as the technologies that Cisco uses in its security infrastructure.


	 


	This book focuses on the necessity of a comprehensive security policy and how it affects the posture of the network. You will learn how to perform basic tasks to secure a small branch type office network using Cisco IOS® security features available through the Cisco Router and Security Device Manager (SDM) web-based graphical user interface (GUI) and through the command-line interface (CLI) on Cisco routers and switches. The author also provides, when appropriate, parallels with Cisco ASA appliances.


	 


	Whether you are preparing for CCNA Security certification or simply want to gain a better understanding of Cisco IOS security fundamentals, you will benefit from the information provided in this book.


	 


	Implementing Cisco IOS Network Security (IINS) is part of a recommended learning path from Cisco that includes simulation and hands-on training from authorized Cisco Learning Partners and self-study products from Cisco Press. To find out more about instructor-led training, e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide, please visit www.cisco.com/go/authorizedtraining.


	 


	Catherine Paquet is a practitioner in the field of internetworking, network security and security financials. Catherine has in-depth knowledge of security systems, remote access, and routing technology. She is CCSP®, CCNP®, and CompTIA Security+ certified. She is also a certified Cisco instructor with the largest training partner of Cisco. Catherine, who has her M.B.A. from York University, is the director of her consulting company, Netrisec, Inc., specializing in making the business case for network security. In 2002 and 2003, Catherine volunteered with the UN mission in Kabul, Afghanistan, to train Afghan public servants in the area of networking.

	
		Develop a comprehensive network security policy to counter threats against information security
	
		Configure routers on the network perimeter with Cisco IOS Software security features
	
		Configure firewall features including ACLs and Cisco IOS zone-based policy firewalls to perform basic security operations on a network
	
		Configure site-to-site VPNs using Cisco IOS features
	
		Configure IPS on Cisco network routers
	
		Configure LAN devices to control access, resist attacks, shield other network devices and systems, and protect the integrity and confidentiality of network traffic



	This volume is in the Certification Self-Study Series offered by Cisco Press®. Books in this series provide officially developed self-study solutions to help networking professionals understand technology implementations and prepare for the Cisco Career Certifications examinations.
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CompTIA A+ Practice Questions Exam Cram (Essentials, Exams 220-602, 220-603, 220-604) (2nd Edition) (Exam Cram 2)Que, 2008
Welcome to A+ Practice Questions Exam Cram! The sole purpose of this book is to provide you with practice questions complete with answers and explanations that will help you learn, drill, and review for the 220-601 Essentials, 220-602 IT Technician, 220-603 Remote Support Technician, and 220-604 Depot Technician...
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The Adobe Photoshop Layers BookFocal Press, 2011


	Any time you try to develop a skill, you want to make sure that you take

	advantage of the basic tools of the trade. If you were a bus driver, you

	would want to be sure you knew how to use the key, gas pedal, brake pedal,

	clutch, shift-stick, turn signals, and steering wheel, and where the gas goes to

	be sure you were going to...
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A Guide to Physics Problems : Part 2: Thermodynamics, Statistical Physics, and Quantum MechanicsSpringer, 1997
In order to equip hopeful graduate students with the knowledge necessary to pass the qualifying examination, the authors have assembled and solved standard and original problems from major American universities – Boston University, University of Chicago, University of Colorado at Boulder, Columbia, University of Maryland, University of...
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Storage Networking Fundamentals: An Introduction to Storage Devices, Subsystems, Applications, Management, and Filing SystemsCisco Press, 2004
Storage networking has become an essential ingredient in  Internet information infrastructures. Becoming competent in this new and  important technology area requires a sound understanding of storage technologies  and principles. Storage Networking Fundamentals  gives you an in-depth look into the...
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Electrochemistry in Nonaqueous SolutionsJohn Wiley & Sons, 2002
Nonaqueous solutions are equally indispensable to electrochemistry. Here, Kosuke Izutsu brilliantly illustrates the numerous aspects of this fascinating topic, whether the focus be on physicochemical processes or analytical methods.
    
    The author discusses solvation and solvent effects emphasizing dynamic aspects, important...
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Becoming FunctionalO'Reilly, 2014

	
		If you have an imperative (and probably object-oriented) programming background, this hands-on book will guide you through the alien world of functional programming. Author Joshua Backfield begins slowly by showing you how to apply the most useful implementation concepts before taking you further into functional-style concepts and...
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