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When an intruder, worm, virus, or automated attack succeeds in targeting a computer system, having specific controls and a response plan in place can greatly lessen losses. Accordingly, businesses are realizing that it is unwise to invest resources in preventing computer-related security incidents without equal consideration of how to detect and respond to such attacks and breaches.

The Effective Incident Response Team is the first complete guide to forming and managing a Computer Incident Response Team (CIRT). In this book, system and network administrators and managers will find comprehensive information on establishing a CIRT's focus and scope, complete with organizational and workflow strategies for maximizing available technical resources. The text is also a valuable resource for working teams, thanks to its many examples of day-to-day team operations, communications, forms, and legal references.

IT administrators and managers must be prepared for attacks on any platform, exploiting any vulnerability, at any time. The Effective Incident Response Team will guide readers through the critical decisions involved in forming a CIRT and serve as a valuable resource as the team evolves to meet the demands of ever-changing vulnerabilities.

Inside, readers will find information on:

	Formulating reactive or preventative operational strategy
	Forming, training, and marketing the CIRT
	Selecting penetration-testing, intrusion-detection, network-monitoring, and forensics tools
	Recognizing and responding to computer incidents and attacks, including unauthorized access, denial-of-service attacks, port scans, and viruses 
	Tracking, storing, and counting incident reports and assessing the cost of an incident 
	Working with law enforcement and the legal community
	Benefiting from shared resources
	Scrutinizing closed incidents to further prevention 
	Offering services such as user-awareness training, vulnerability and risk assessments, penetration testing, and architectural reviews
	Communicating the CIRT's return on investment through management reporting


About the Author

Julie Lucas is currently the director of security operations for a Fortune 500 financial services company.  In this role, she has a direct impact on the daily operations and security monitoring of the company's backbone.  Prior to her current role, she served as the general manager for security solutions for Enterasys Networks.  As the general manager, she was directly responsible for the company's security solutions, including both products and services.

Julie was an officer in the United States Navy from 1988 to 2000.  While on active duty, she became the Naval Computer Incident Response Team (NAVCIRT) officer in 1996.  From 1996 through 2000, she helped to develop the NAVCIRT into a world class incident response team, which was responsible for detecting and responding to attacks on Navy and Marine Corps systems worldwide.     

Julie has briefed multiple audiences over the years on a variety of computer security-related topics, including presentations at SANS conferences, RSA 2001, ComNet 2002, and the Business Week CIO Summit.  She is also a Certified Information Systems Security Professional (CISSP).

Brian R. Moeller, CISSP, is a Senior Security Engineer for Ohio State University's Incident Response Team. In his role at the University, he primarily focuses on analyzing incidents, and devising methods of preventing incidents of a similar nature. Previously, Brian has been a software developer and security engineer for one of the top 10 banks and one of the largest utilities in the US. His professional interests include an OSU-developed firewall and a repeatable method of measuring security risks to computer systems and networks.
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Machine Learning: Discriminative and Generative (The Springer International Series in Engineering and Computer Science)Springer, 2003

	Machine Learning: Discriminative and Generative covers the main contemporary themes and tools in machine learning ranging from Bayesian probabilistic models to discriminative support-vector machines. However, unlike previous books that only discuss these rather different approaches in isolation, it bridges the two...
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The Shape of Space (Pure and Applied Mathematics)CRC Press, 2001
Maintaining the standard of excellence set by the previous edition, this textbook covers the basic geometry of two- and three-dimensional spaces Written by a master expositor, leading researcher in the field, and MacArthur Fellow, it includes experiments to determine the true shape of the universe and contains illustrated examples and engaging...
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Testing Python: Applying Unit Testing, TDD, BDD and Acceptance TestingJohn Wiley & Sons, 2014

	Fundamental testing methodologies applied to the popular Pythonlanguage


	Testing Python; Applying Unit Testing, TDD, BDD andAcceptance Testing is the most comprehensive book available ontesting for one of the top software programming languages in theworld. Python is a natural choice for new and experienceddevelopers,...
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How to Do Everything with Second Life®McGraw-Hill, 2007
Filled with hundreds of hands-on tutorials, tips, and techniques, this is the thorough, in-depth reference that every Second Life resident needs. Learn how to create a unique avatar and then explore, build, socialize--and even earn real money. Inside, you'll find exclusive coverage of all the menus, features, and utilities. Whether you're a newbie...
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Cognitive Penetrability and the Epistemic Role of Perception (Palgrave Innovations in Philosophy)Palgrave Macmillan, 2019

	
		This book is about the interweaving between cognitive penetrability and the epistemic role of the two stages of perception, namely early and late vision, in justifying perceptual beliefs. It examines the impact of the epistemic role of perception in defining cognitive penetrability and the relation between the epistemic role of...
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Statistical Mechanics: Algorithms and Computations (Oxford Master Series in Physics)Oxford University Press, 2006

	This book discusses the computational approach in modern statistical physics in a clear and accessible way and demonstrates its close relation to other approaches in theoretical physics. Individual chapters focus on subjects as diverse as the hard sphere liquid, classical spin models, single quantum particles and Bose-Einstein condensation....
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