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AAA (Authentication, Authorization, Accounting) describes a framework for intelligently controlling access to network resources, enforcing policies, and providing the information necessary to bill for services. 
    AAA and Network Security for Mobile Access is an invaluable guide to the AAA concepts and framework, including its protocols Diameter and Radius.  The authors give an overview of established and emerging standards for the provision of secure network access for mobile users while providing the basic design concepts and motivations.    

    AAA and Network Security for Mobile Access:     

	Covers trust, i.e., authentication and security key management for fixed and mobile users, and various approaches to trust establishment.     
	Discusses public key infrastructures and provides practical tips on certificates management.     
	Introduces Diameter, a state-of-the-art AAA protocol designed to meet today’s reliability, security and robustness requirements, and examines Diameter-Mobile IP interactions.     
	Explains RADIUS (Remote Authentication Dial-In User Services) and its latest extensions.     
	Details EAP (Extensible Authentication Protocol) in-depth, giving a protocol overview, and covering EAP-XXX authentication methods as well as use of EAP in 802 networks.     
	Describes IP mobility protocols including IP level mobility management, its security and optimizations, and latest IETF seamless mobility protocols.     
	Includes a chapter describing the details of Mobile IP and AAA interaction, illustrating Diameter Mobile IP applications and the process used in CDMA2000.     
	Contains a section on security and AAA issues to support roaming, discussing a variety of options for operator co-existence, including an overview of Liberty Alliance.     


    This text will provide researchers in academia and industry, network security engineers, managers, developers and planners, as well as graduate students, with an accessible explanation of the standards fundamental to secure mobile access.     

       About the Author
   Madjid Nakhjiri is currently a researcher and network architect with Motorola Labs. He has been involved in the wireless communications industry since 1994. Over the years, Madjid has participated in the development of many cellular and public safety mission-critical projects, ranging from cellular location detection receiver design and voice modeling simulations to the design of architecture and protocols for QoS-based admission, call control, mobile VPN access and AAA procedures for emergency response networks. Madjid has been active in the standardization of mobility and security procedures in IETF, 3G and IEEE since 2000 and is a coauthor of a few IETF RFCs. Madjid has also coauthored many IEEE papers, chaired several IEEE conference session and has many patent applications in process.    

    Mahsa Nakhjiri is currently a systems engineer with Motorola Personal Devices and is involved in future cellular technology planning. Mahsa holds degrees in Mathematics and Electrical Engineering and has specialized in mathematical signal processing for antenna arrays. She has been involved in research on cellular capacity planning and modeling, design and simulation of radio and link layer protocols and their interaction with transport protocols in wireless environments. Mahsa has also worked with cellular operators on mobility and AAA issues from an operator perspective.       
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Microsoft® Windows® Registry Guide, Second EditionMicrosoft Press, 2005
Understand how the registry works—and customize Windows to run the way you want.

Get the in-depth information you need to modify—and seamlessly manage—the Windows registry. Written for IT professionals and power users, this vital resource reveals little-known registry techniques, tricks, tips, and...
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FreeBSD 6 UnleashedSams Publishing, 2006
This book teaches the reader everything he/she needs to know in order to use FreeBSD to its full potential. It will show individuals how to use the same FreeBSD power that Yahoo!, the Internet Movie Database, and many other high profile internet sites depend on. Whether someone needs an enterprise class server, a small business server, or a...
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The High Energy Universe: Ultra-High Energy Events in Astrophysics and CosmologyCambridge University Press, 2010

	In the last two decades, cosmology, particle physics, high energy astrophysics and gravitational physics have become increasingly interwoven. The intense activity taking place at the intersection of these disciplines is constantly progressing, with the advent of major cosmic ray, neutrino, gamma ray and gravitational wave observatories for...
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SCJP Sun Certified Programmer for Java 6 Exam 310-065McGraw-Hill, 2008

	This book's primary objective is to help you prepare for and pass Sun Microsystem's SCJP certification for Java 6 or Java 5. The Java 6 and Java 5 exams are almost identical in scope, and they are both much broader than their predecessor, the Java 1.4 exam. For the remainder of this book we'll typically reference the Java 6 exam,...
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Professional Oracle WebLogic Server (Wrox Programmer to Programmer)Wrox Press, 2009

	Authoritative guide to Oracle WebLogic Server-from Oracle insiders


	If you're an experienced Java developer who wants to expand your skills, Professional Oracle WebLogic Server is the perfect guide for you. This book is written by a top-notch author team that that includes one of the lead architects...
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Collective Intelligence and E-learning 2.0: Implications of Web-based Communities and Networking (Premier Reference Source)Information Science Publishing, 2009
With the advent of Web 2.0, e-learning has the potential to become far more personal, social, and flexible. Collective Intelligence and E-Learning 2.0: Implications of Web-Based Communities and Networking provides a valuable reference to the latest advancements in the area of educational technology and e-learning. This innovative...
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