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	Learn to set up, defend, and attack computer networks. This book focuses on networks and real attacks, offers extensive coverage of offensive and defensive techniques, and is supported by a rich collection of exercises and resources.


	You'll learn how to configure your network from the ground up, starting by setting up your virtual test environment with basics like DNS and active directory, through common network services, and ending with complex web applications involving web servers and backend databases.


	Key defensive techniques are integrated throughout the exposition. You will develop situational awareness of your network and will build a complete defensive infrastructure—including log servers, network firewalls, web application firewalls, and intrusion detection systems.


	Of course, you cannot truly understand how to defend a network if you do not know how to attack it, so you will attack your test systems in a variety of ways beginning with elementary attacks against browsers through privilege escalation to a domain administrator, or attacks against simple network servers through the compromise of a defended e-commerce site.


	The author, who has coached his university’s cyber defense team three times to the finals of the National Collegiate Cyber Defense Competition, provides a practical, hands-on approach to cyber security.


	What youÂ’ll learn

	
		How to securely set up a complete network, from its infrastructure through web applications
	
		How to integrate defensive technologies such as firewalls and intrusion detection systems into your network
	
		How to attack your network with tools like Kali Linux, Metasploit, and Burp Suite
	
		How to gain situational awareness on your network to detect and prevent such attacks



	Who this book is for


	This book is for beginning and intermediate professionals in cyber security who want to learn more about building, defending, and attacking computer networks. It is also suitable for use as a textbook and supplementary text for hands-on courses in cyber operations at the undergraduate and graduate level.
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iPod & iTunes (Missing Manuals)Pogue Press, 2005
Whether it's the ultra-thin, pocket-sized iPod or the vast music library known as iTunes, it seems like everyone is relying on these marvels of technology for their musical needs.  CDs and cassettes?  They're so twentieth century!
 			
 But like any cutting-edge technology, improvements come fast and furious.  To keep...
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Introduction to Quantum TheoryCambridge University Press, 2008
"The expertise of Paul shows in the easy transitions made between discussions of theory and experiment, particularly in subjects related to quantum optics."  
M.C. Ogilvie, Choice Magazine     

       Providing a deeper understanding of the microscopic world through quantum theory, this supplementary text covers a wider...
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Introduction to Fluorescence SensingSpringer, 2008
Fluorescence sensing is a rapidly developing field of research and technology. Its target is nearly the whole world of natural and synthetic compounds being detected in different media including living bodies. The application area range from control of industrial processes to environment monitoring and clinical diagnostics. Among different...
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The Internet GigaBook For DummiesFor Dummies, 2004
This book is a general-purpose guide to all things that have to do with the
Internet. It takes on a variety of subjects — how to send and receive
e-mail, chat online, conduct Internet research, use Yahoo!, shop on eBay,
enjoy music with iTunes, and create your own Web pages. Don’t look in this
book to find out how...
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Cisco LAN Switching Configuration Handbook (2nd Edition)Cisco Press, 2009

	Cisco LAN Switching Configuration Handbook, Second Edition, is a quick and portable reference guide to the most commonly used features that can be configured on Cisco® Catalyst® switches. Written to be used across all Catalyst IOS platforms, the book covers general use of Cisco IOS®, followed by a series...
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The Worldwide History of TelecommunicationsJohn Wiley & Sons, 2003
The first comprehensive history of the Information Age how we got there and where we are going
The exchange of information is essential for both the organization of nature and the social life of mankind. Until recently, communication between people was more or less limited by geographic proximity. Today, thanks to ongoing innovations in...
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