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	Healthcare IT is the growth industry right now, and the need for guidance in regard to privacy and security is huge. Why? With new federal incentives and penalties tied to the HITECH Act, HIPAA, and the implementation of Electronic Health Record (EHR) systems, medical practices and healthcare systems are implementing new software at breakneck speed. Yet privacy and security considerations are often an afterthought, putting healthcare organizations at risk of fines and damage to their reputations.  


	Healthcare Information Privacy and Security: Regulatory Compliance and Data Security in the Age of Electronic Health Records outlines the new regulatory regime, and it also provides IT professionals with the processes and protocols, standards, and governance tools they need to maintain a secure and legal environment for data and records. It’s a concrete resource that will help you understand the issues affecting the law and regulatory compliance, privacy, and security in the enterprise.  


	As healthcare IT security expert Bernard Peter Robichau II shows, the success of a privacy and security initiative lies not just in proper planning but also in identifying who will own the implementation and maintain technologies and processes. From executive sponsors to system analysts and administrators, a properly designed security program requires that that the right people are assigned to the right tasks and have the tools they need. Robichau explains how to design and implement that program with an eye toward long-term success. Putting processes and systems in place is, of course, only the start. Robichau also shows how to manage your security program and maintain operational support including ongoing maintenance and policy updates. (Because regulations never sleep!) 


	This book will help you devise solutions that include:

	
		Identity and access management systems
	
		Proper application design
	
		Physical and environmental safeguards
	
		Systemwide and client-based security configurations
	
		Safeguards for patient data
	
		Training and auditing procedures
	
		Governance and policy administration 



	Healthcare Information Privacy and Security is the definitive guide to help you through the process of maintaining privacy and security in the healthcare industry. It will help you keep health information safe, and it will help keep your organization—whether local clinic or major hospital system—on the right side of the law.


	What you’ll learn

	
		The basics of HITECH, HIPAA, and other federal laws driving change in healthcare IT
	
		How to identify the core issues of privacy and security in a healthcare environment.
	
		The steps required to develop and execute a security project plan.
	
		The technologies and tools available to aid in the process of deploying a secure EHR system.
	
		The core regulatory issues and practical matters of security in a healthcare environment.
	
		The frameworks and methodology that will assist in tackling the issues of privacy and security.
	
		The technologies impacted by matters of privacy and security along with proposals for managing them effectively.



	Who this book is for


	Healthcare professionals who work in information technology, information security, health information management, as well as in the more specialized areas of privacy, compliance, and informatics. The book is also useful for consultants working in the field of information security who require a better understanding of the challenges facing the healthcare industry, EMR Vendors who are tasked with guiding their customers through a secure implementation of their product, and technology professionals seeking to make an entry into the world of Healthcare IT.
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Genetic and Evolutionary Computation for Image Processing and Analysis (EURASIP Book Series on Signal Processing and Communications)Hindawi Publishing, 2008
Image analysis and processing is steadily gaining relevance within the large number of application fields to which genetic and evolutionary computation (GEC) techniques are applied. Although more and more examples of such applications can be found in literature, they are scattered, apart from a few exceptions, in proceedings and journals dedicated...
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Upgrading and Repairing Networks, Fourth EditionQue, 2003
Even if you aren't a networking professional, Upgrading and Repairing Networks explains those tough networking concepts in a way that won't make you reach for a bottle of aspirin, starting with the fundamentals and working through more advanced concepts. Now in its fourth edition, this industry classic networking reference gives you real world,...
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Software Engineering: Architecture-driven Software DevelopmentMorgan Kaufmann, 2013

	Software Engineering: Architecture-driven Software Development is the first comprehensive guide to the underlying skills embodied in the IEEE's Software Engineering Body of Knowledge (SWEBOK) standard. Standards expert Richard Schmidt explains the traditional software engineering practices recognized for developing projects for...
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Bridge and Highway Structure Rehabilitation and RepairMcGraw-Hill, 2010

	State-of-the-Art Bridge and Highway Rehabilitation and Repair Methods


	This authoritative volume offers up-to-date guidance on the latest design techniques, repair methods, specialized software, materials, and advanced maintenance procedures for bridges and highway structures. Focusing on both traditional and nontraditional design...
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Principles Of Radiation Interaction In Matter And DetectionWorld Scientific Publishing, 2004
Data analysis and instrumentation applications require an excellent knowledge of the interactions between radiation and matter, radiation and particle detectors, the principles and conditions of detector operation, as well as the limitations and advantages. This book provides abundant information about the energy deposition in detecting systems,...
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The Old New Thing: Practical Development Throughout the Evolution of WindowsAddison Wesley, 2007
Why does Windows work the way it does? Why is Shut Down on the Start menu? (And why is there a Start button, anyway?) How can I tap into the dialog loop? Why does the GetWindowText function behave so strangely? Why are registry files called "hives"?
Many of Windows' quirks have perfectly logical explanations, rooted in...
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