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In Detail
Joomla! is one of the most powerful open-source content management systems used to build websites and other powerful online applications. While Joomla! itself is inherently safe, misconfigurations, vulnerable components, poorly configured hosts, and weak passwords can all contribute to the downfall of your site. So, you need to know how to secure your website from security threats.  

Today every website needs to take security into consideration. Using the knowledge here, your Joomla! site can be ahead of the security threats so prevalent today.  

This book will take you all the way from the most basic steps of preparation to the nuts and bolts of actual protection. It is packed full of relevant and real-world topics such as security tools, configuration suggestions, setting up your test and development environment, reading and interpreting log files, and techniques used by bad hackers on the Internet. In addition to this you will learn how to respond to a site emergency should one occur and how to collect the evidence needed to pursue law enforcement action. The book provides a concise overview of all the parts needed to construct a defence-in-depth strategy for your Joomla! site.   

At the end of the book you will have a solid security foundation to take your Joomla! website to a higher level of security than the basic site setup.   

What you will learn from this book?  This book covers:
 

	Implementing steps for successful Joomla! website architecture 
	Setting up metrics to measure security 
	Exploring the test and development environment; developing your test plan to make sure everything will work as planned 
	Utilizing your test and development site for disaster recovery 
	Measuring the performance of your software development projects using a software development management system 
	Exploring several tools to help protect your website 
	Diving into security vulnerabilities: why they exist; some typical counter measures 
	Exploring SQL Injections - how they can hurt you and how to prevent them 
	Mastering the two important security layers - php.ini and .htaccess 
	Reading and analyzing logs relevant to protecting your Joomla! site 
	Handling Security Incidents in a professional manner 
	Blocking nuisance IP addresses


Approach  

This book will give you a strong, hands-on approach to security. It starts out with the most basic of considerations such as choosing the right hosting sites then moves quickly into securing the Joomla! site and servers. This is a security handbook for Joomla! sites. It is an easy-to-use guide that will take you step by step into the world of secured websites.   

Who this book is written for?  

This book is a must-read for anyone seriously using Joomla! for any kind of business, ranging from small retailers to larger businesses. With this book they will be able to secure their sites, understand the attackers, and more, without the drudging task of looking up in forums, only to be flamed, or not even find the answers.  

Prior knowledge of Joomla! is expected but no prior knowledge of securing websites is needed for this book. The reader will gain a moderate to strong level of knowledge on strengthening their sites against hackers.    

       About the Author
   

A twenty-three year veteran of the Computer Business, and a Data Center Technology Consultant to Fortune-1000 Companies, Tom Canavan is a Certified Ethical Hacker and has a degree in Robotics and Numerical Control. He is author of the book Dodging the Bullets - A Disaster Preparation Guide for Joomla! Based Websites.
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BlackBerry Planet: The Story of Research in Motion and the Little Device that Took the World by StormJohn Wiley & Sons, 2009

	BlackBerry Planet is a new tribe of people who simply cannot get along without their favorite device, Research in Motion’s innovative electronic organizer, the BlackBerry. This omnipresent device has gone beyond being the world’s foremost mobile business tool and entered the consumer mainstream as the Swiss Army Knife of smart...
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Topics in Geometry, Coding Theory and Cryptography (Algebra and Applications)Springer, 2006
The purpose of this reviewarticle is to serve as an introduction and at the same time, as an invitation to the theory of towers of function fields over finite fields. More specifically, we treat here the case of explicit towers; i.e., towers where the function fields are given by explicit equations. The asymptotic behaviour of the genus and of the...
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Evolution For Dummies (Math & Science)For Dummies, 2008
Today, most colleges and universities offer evolutionary study as part of their biology curriculums. Evolution For Dummies will track a class in which evolution is taught and give an objective scientific view of the subject. This balanced guide explores the history and future of evolution, explaining the concepts and science behind it,...
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Absolute Beginner's Guide to Project ManagementQue, 2005
You've just been handed your department's biggest project and  you probably aren't sure where to even begin. Whether you have 6 months or 6  weeks to complete it, being an effective project manager can make all the  difference to the end result. Absolute Beginner's Guide  to Project Management can...
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Microsoft Windows Server 2003 Administrator's Pocket ConsultantMicrosoft Press, 2003
Whether you support 50 users or 5000, this indispensable guide provides  immediate answers for the day-to-day administration of the Windows Server 2003  family. This pocket-sized resource zeroes in on core support procedures and  everyday tasks for maximizing Windows® productivity—delivering critical details  through quick-reference...
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Advanced 3D Game Programming with DirectX 10.0 (Wordware Game and Graphics Library)Jones and Bartlett Publishers, 2008

	Advanced 3D Game Programming with DirectX 10.0 provides a guide to developing cutting-edge games using DirectX 10.0. Beginning with the foundations of 3D math and the components of DirectX, programmers new to graphics and game programming will learn how to implement networking, collision detection, and multithreading. Full source code is...
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