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	Learning Nessus for Penetration Testing, 9781783550999 (1783550996), Packt Publishing, 2014

	Master how to perform IT infrastructure security vulnerability assessments using Nessus with tips and insights from real-world challenges faced during vulnerability assessment


	Overview

	
		Understand the basics of vulnerability assessment and penetration testing as well as the different types of testing
	
		Successfully install Nessus and configure scanning options
	
		Learn useful tips based on real-world issues faced during scanning
	
		Use Nessus for compliance checks



	In Detail


	IT security is a vast and exciting domain, with vulnerability assessment and penetration testing being the most important and commonly performed security activities across organizations today. The Nessus tool gives the end user the ability to perform these kinds of security tests quickly and effectively.


	Nessus is a widely used tool for vulnerability assessment, and Learning Nessus for Penetration Testing gives you a comprehensive insight into the use of this tool. This book is a step-by-step guide that will teach you about the various options available in the Nessus vulnerability scanner tool so you can conduct a vulnerability assessment that helps to identify exposures in IT infrastructure quickly and efficiently. This book will also give you an insight into penetration testing and how to conduct compliance checks using Nessus.


	This book starts off with an introduction to vulnerability assessment and penetration testing before moving on to show you the steps needed to install Nessus on Windows and Linux platforms.


	Throughout the course of this book, you will learn about the various administrative options available in Nessus such as how to create a new user. You will also learn about important concepts like how to analyze results to remove false positives and criticality. At the end of this book, you will also be introduced to the compliance check feature of Nessus and given an insight into how it is different from regular vulnerability scanning.


	Learning Nessus for Penetration Testing teaches you everything you need to know about how to perform VA/PT effectively using Nessus to secure your IT infrastructure and to meet compliance requirements in an effective and efficient manner.


	What you will learn from this book

	
		Understand the basics of vulnerability assessment and penetration testing
	
		Install Nessus on Windows and Linux platforms
	
		Set up a scan policy based on the type of infrastructure you are scanning
	
		Configure a scan by choosing the right policy and options
	
		Understand the difference between credentialed and non-credentialed scans
	
		Analyze results from a severity, applicability, and false positive perspective
	
		Perform penetration tests using Nessus output
	
		Perform compliance checks using Nessus and understand the difference between compliance checks and vulnerability assessment



	Approach


	This book is a friendly tutorial that uses several examples of real-world scanning and exploitation processes which will help get you on the road to becoming an expert penetration tester.


	Who this book is written for


	Learning Nessus for Penetration Testing is ideal for security professionals and network administrators who wish to learn how to use Nessus to conduct vulnerability assessments to identify vulnerabilities in IT infrastructure quickly and efficiently.
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Practical Python Data Visualization: A Fast Track Approach To Learning Data Visualization With PythonApress, 2020

	I have been working with the Python programming language for more than

	15 years now. I have used it for a variety of tasks like automation, graphics,

	Internet of Things (IoT), and data science. I have found that it is a very

	good tool for generating scientific and data-driven business visualizations.

	It takes fewer lines of code...

		

Professional SlickEdit (Programmer to Programmer)Wrox Press, 2007
Professional SlickEditis the first guide to the award-winning SlickEdit tools, and is technically reviewed by the SlickEdit development team. SlickEdit expert John Hurst shares his years of experience in developing with SlickEdit to teach readers how to maximize the tool’s features, and to write and debug code faster than they have...

		

Hybrid Imaging and Visualization: Employing Machine Learning with Mathematica - PythonSpringer, 2019

	The book introduces the latest methods and algorithms developed in machine and deep learning (hybrid symbolic-numeric computations, robust statistical techniques for clustering and eliminating data as well as convolutional neural networks) dealing not only with images and the use of computers, but also their applications to visualization tasks...




	

The Intellectual Foundations of Alfred Marshall's Economic Science: A Rounded Globe of KnowledgeCambridge University Press, 2009
This book provides a contextual study of the development of Alfred Marshall's thinking during the early years of his apprenticeship in the Cambridge moral sciences. Marshall's thought is situated in a crisis of academic liberal thinking that occurred in the late 1860s. His crisis of faith is shown to have formed part of his wider philosophical...

		

Fundamentals of Ultra-Thin-Body MOSFETs and FinFETsCambridge University Press, 2013

	Understand the theory, design and applications of the two principal candidates for the next mainstream semiconductor-industry device with this concise and clear guide to FD/UTB transistors. • Describes FD/SOI MOSFETs and 3-D FinFETs in detail • Covers short-channel effects, quantum-mechanical effects, applications of UTB devices to...


		

Leading IT Projects: The IT Manager's GuideAuerbach Publications, 2008
Senior level IT managers are responsible for a wide variety of development projects. For the most part, these individual projects are handled by project managers. However, IT managers must be conversant in the field of project management. Additionally, they must understand the dynamics of managing the project manager and be familiar with the skill...
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