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OpenVPN is a powerful, open source SSL VPN application. It can secure site-to-site connections, WiFi, and enterprise-scale remote connections. While being a full-featured VPN solution, OpenVPN is easy to use and does not suffer from the complexity that characterizes other IPsec VPN implementations. It uses the secure and stable TLS/SSL mechanisms for authentication and encryption. This book is an easy introduction to this popular VPN application. After introducing the basics of security and VPN, it moves on to cover using OpenVPN, from installing it on various platforms, through configuring basic tunnels, to more advanced features, such as using the application with firewalls, routers, proxy servers, and OpenVPN scripting.

This is a practical guide to using OpenVPN for building both basic and complex Virtual Private Networks. It will save you a lot of time and help you build better VPNs that suit your requirements. While providing only necessary theoretical background, the book takes a practical approach, presenting plenty of examples. It starts with an introduction into the theory of VPNs and OpenVPN, followed by a simple installation example on almost every available platform. After a concise and ordered list of OpenVPN's parameters, we dive into connecting several machines in a safe way. The last third of the book deals with professional and high-end scenarios, and also mobile integration. After having read the whole book and followed and understood all the examples, you will be an expert in VPN, Security, and especially in OpenVPN Technology.

What you will learn from this book?

	Install OpenVPN on Windows Server, Vista, and Mac OS X and also on different Linux versions and FreeBSD
	Learn basic security concepts necessary to understand VPNs and OpenVPN in particular
	Take a look at encryption matters, symmetric and asymmetric keying, and certificates
	Connect Windows and Linux systems and safely transfer the necessary encryption keys using WinSCP
	Learn about OpenVPN, its development, features, resources, advantages, and disadvantages compared to other VPN solutions, especially IPsec
	Discuss non-standard and advanced methods of installing OpenVPN by compiling the source code provided by the OpenVPN project
	Create an encryption key for OpenVPN and use it to set up an OpenVPN tunnel between two Windows systems in the same network
	Create X.509 server and client certificates for use with OpenVPN and learn how to use tools to debug and monitor VPN tunnels
	Create and administer certificates that have to be transferred to the machines that are supposed to take part in the VPN
	Configure two different firewall networks that connect to each other through the secure OpenVPN tunnel
	Install and use XCA and TinyCA2 to generate certificate revocation lists that are used to block unwanted connections by formerly authorized clients
	Install OpenVPN on Windows Mobile and Smartphones running embedded Linux, like Nokia's Maemo platform
	Analyze the flow of datagrams between the VPN servers and the connected networks with tools like ifconfig, ping, traceroute, and mtr


Approach

This book is an easy introduction to OpenVPN. While providing only necessary theoretical background, it takes a practical approach, presenting plenty of examples. It is written in a friendly style making this complex topic easy and a joy to read. It first covers basic VPN concepts, then moves to introduce basic OpenVPN configurations, before covering advanced uses of OpenVPN.

Who this book is written for?

This book is for both experienced and new OpenVPN users. If you are interested in security and privacy in the internet, or want to have your notebook or mobile phone connected safely to the internet, the server in your company, or at home, you will find this book useful. It presumes basic knowledge of Linux, but no knowledge of VPNs is required.







	Comments

		


	[image: ]Add Your Comment
(HTML tags aren't allowed.)











	Amazing Books

	[image: ][image: Brain Injury Medicine: Principles and Practice]

Brain Injury Medicine: Principles and PracticeDemos Medical Publishing, 2006

	Written by acknowledged leaders in the field, this book is for all neurologist, psychiatrist, and rehabilitationist working with TBI patients. This book provides a comprehensive and unique neuromedical view of care for the person with brain injury. The focus is on assesment and treatment of a variety of problems confronting TBI patients...
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Fundamentals of Engineering Programming with C and FortranCambridge University Press, 1998

	Fundamentals of Engineering Programming with C and Fortran is a beginner's guide to problem solving with computers that shows how to quickly prototype a program for a particular engineering application. The book's side-by- side coverage of C and Fortran is unique. Myler emphasizes the importance of developing programming skills in C...
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Matrix Algebra: Theory, Computations, and Applications in Statistics (Springer Texts in Statistics)Springer, 2007

	Matrix algebra is one of the most important areas of mathematics for data analysis and for statistical theory. This much-needed work presents the relevant aspects of the theory of matrix algebra for applications in statistics. It moves on to consider the various types of matrices encountered in statistics, such as projection matrices and...
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Micromachined Thin-Film Sensors for SOI-CMOS Co-IntegrationSpringer, 2006
Co-integration of sensors with their associated electronics on a single silicon chip may provide many significant benefits regarding performance, reliability, miniaturization and process simplicity without significantly increasing the total cost.
Micromachined Thin-Film Sensors for SOI-CMOS Co-integration covers the challenges...
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Magento: Beginner's Guide - Second EditionPackt Publishing, 2013

	As a non-techie you might be a bit daunted at the thought of taking on an e-commerce system as powerful as Magento. But don't be - our guide makes it all so accessible with its user-friendly, absolute-beginner approach.

	
		Install, configure, and manage your own e-commerce store
	
		Extend and customize your...
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Java Enterprise in a Nutshell: A Desktop Quick Reference (In a Nutshell (O'Reilly))O'Reilly, 1999

	
		Java Enterprise in a Nutshell is an indispensable quick reference for Java programmers who are writing distributed enterprise applications. The book provides fast-paced tutorials on the following Java Enterprise APIs:

		
			JDBC, a vendor-independent API for accessing relational database systems
	...
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