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f you run a Linux machine, you must think about security. Consider this story told by Scott, a system administrator we know:   
In early 2001, I was asked to build two Linux servers for a client. They just wanted the machines installed and put online. I asked my boss if I should secure them, and he said no, the client would take care of all that. So I did a base install, no updates. The next morning, we found our network switch completely saturated by a denial of service attack. We powered off the two servers, and everything returned to normal. Later I had the fun of figuring out what had happened. Both machines had been rooted, via ftpd holes, within six hours of going online. One had been scanning lots of other machines for ftp and portmap exploits. The other was blasting SYN packets at some poor cablemodem in Canada, saturating our 100Mb network segment. And you know, they had been rooted independently, and the exploits had required no skill whatsoever. Just typical script kiddies.



Scott's story is not unusual: today's Internet is full of port scanners—both the automated and human kinds—searching for vulnerable systems. We've heard of systems infiltrated one hour after installation. Linux vendors have gotten better at delivering default installs with most vital services turned off instead of left on, but you still need to think about security from the moment you connect your box to the Net . . . and even earlier.







	Comments

		


	[image: ]Add Your Comment
(HTML tags aren't allowed.)











	Amazing Books

	[image: ][image: Testing and Tuning Market Trading Systems: Algorithms in C++]

Testing and Tuning Market Trading Systems: Algorithms in C++Apress, 2018

	
		Build, test, and tune financial, insurance or other market trading systems using C++ algorithms and statistics. You’ve had an idea and have done some preliminary experiments, and it looks promising. Where do you go from here?  Well, this book discusses and dissects this case study approach.  
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A Generative Theory of Shape (Lecture Notes in Computer Science, 2145)Springer, 2001
From the reviews:
"This book is intended for a general scientifically interested audience  . The author develops a generative theory of shape along two principles fundamental to intelligence  maximization of transfer and maximization of recoverability. He proceeds by using an algebraically flavoured approach characterizing features as...


	[image: ]	[image: ][image: Social Networking Spaces: From Facebook to Twitter and Everything In Between (Beginning)]

Social Networking Spaces: From Facebook to Twitter and Everything In Between (Beginning)Apress, 2010

	What the heck is Facebook? Twitter? Blogging? This book answers these questions and explains how to use a variety of social networking sites to keep in touch, stay in business, and have fun.


	This book covers the main social networking “spaces,” and introduces some of the ways people are enjoying them within a family or...
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A Practical Guide to Graphics Reporting: Information Graphics for Print, Web & BroadcastFocal Press, 2006

	A Practical Guide to Graphics Reporting explains all of the most important skills and theoretical considerations for creating diagrams, charts, maps, and other forms of information graphics intended to provide readers with valuable visual and textual news and information.

	

	Research and writing skills as...
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Photoshop Elements 4 Solutions: The Art of Digital PhotographySybex, 2006
Transform the quality of your digital photographs with the latest Adobe Photoshop Elements software and the expert knowledge of award-winning photographer and author Mikkel Aaland.
Improved RAW support and an AI tool that automatically finds faces are just a few of the exciting new Elements 4 features in this streamlined book for today's...
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Beer: Tap Into the Art and Science of BrewingOxford University Press, 2003

	"Brilliant! There has been an unfilled market for this type of book. . . . Happily, this book . . .is by a wide margin the best reference now available . . . The book is very well written. It has a light, almost breezy style that is mixed with a subtle yet attractively understated British wit. It is above all a great read that is hard to...
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