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	A practical guide to testing your network's security with Kali Linux - the preferred choice of penetration testers and hackers


	About This Book

	
		Conduct realistic and effective security tests on your network
	
		Demonstrate how key data systems are stealthily exploited, and learn how to identify attacks against your own systems
	
		Use hands-on techniques to take advantage of Kali Linux, the open source framework of security tools



	Who This Book Is For


	If you are an IT professional or a security consultant who wants to maximize the success of your network testing using some of the advanced features of Kali Linux, then this book is for you. This book will teach you how to become an expert in the pre-engagement, management, and documentation of penetration testing by building on your understanding of Kali Linux and wireless concepts.


	What You Will Learn

	
		Employ the methods used by real hackers effectively, to ensure the most effective penetration testing of your network
	
		Select and configure the most effective tools from Kali Linux to test network security
	
		Employ stealth to avoid detection in the network being tested
	
		Recognize when stealthy attacks are being used against your network
	
		Exploit networks and data systems using wired and wireless networks as well as web services
	
		Identify and download valuable data from target systems
	
		Maintain access to compromised systems
	
		Use social engineering to compromise the weakest part of the network—the end users



	In Detail


	Mastering Kali Linux for Advanced Penetration Testing will teach you the kill chain perspective in assessing network security—from selecting the most effective tools, to rapidly compromising network security, to highlighting the techniques used to avoid detection.


	This book will take you, as a tester, through the reconnaissance, exploitation, and post-exploitation activities used by penetration testers and hackers. After learning the hands-on techniques to perform an effective and covert attack, specific routes to the target will be examined, including bypassing physical security. You will also get to grips with concepts such as social engineering, attacking wireless networks, web services, and remote access connections. Finally, you will focus on the most vulnerable part of the network—directly attacking the end user.


	This book will provide all the practical knowledge needed to test your network's security using a proven hacker's methodology.
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Solaris(TM) Performance and Tools: DTrace and MDB Techniques for Solaris 10 and OpenSolarisPrentice Hall, 2006
"The Solaris™Internals volumes are simply the best and most comprehensive treatment of the Solaris (and OpenSolaris) Operating Environment. Any person using Solaris--in any capacity--would be remiss not to include these two new volumes in their personal library. With advanced observability tools in Solaris (like DTrace), you...
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Mastering Financial Accounting Essentials: The Critical Nuts and Bolts (Wiley Finance)John Wiley & Sons, 2009
An indispensable hands-on guide to financial accounting
    In light of recent accounting scandals, it is critical that all financial practitioners understand and play by the rules of the accounting field. Starting from the assumption that the reader is not familiar with any accounting jargon, Mastering Financial Accounting...
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Information Extraction in the Web Era: Natural Language Communication for Knowledge Acquisition and Intelligent Information AgentsSpringer, 2003

	The number of research topics covered in recent approaches to Information Extraction
	(IE) is continually growing as new facts are being considered. In fact,
	while the user’s interest in extracting information from texts deals mainly with
	the success of the entire process of locating, in document collections, facts of
	interest,...
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Shipping Greatness: Practical lessons on building and launching outstanding software, learned on the job at Google and AmazonO'Reilly, 2012

	
		Need a shortcut to a degree in shipping great software? Successful team leaders must have an extremely broad skill set to find the right product, work through a complex and ever-changing development process, and do it all incredibly quickly. In this guide, Chris Vander Mey provides a simplified, no-BS approach to the entire software...
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Analyzing Computer Security: A Threat / Vulnerability / Countermeasure ApproachPrentice Hall, 2011

	
		“In this book, the authors adopt a refreshingly new approach to explaining the intricacies of the security and privacy challenge that is particularly well suited to today’s cybersecurity challenges. Their use of the threat–vulnerability–countermeasure paradigm combined with...



	[image: ]	[image: ][image: C & C++ Code Capsules: A Guide for Practitioners]

C & C++ Code Capsules: A Guide for PractitionersPrentice Hall, 1997

	
		This book shares the hard-won wisdom of a highly-successful C++/C programmer - along with a large collection of ANSI-compliant programs that illustrate the true power of C++. This book includes a wide variety of ideas, tips and techniques for programmers of all skill levels. It presents little-known facts about pointers and...
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