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With more than 67% of web servers running Apache and web-based attacks becoming more and more prevalent, web security has become a critical area for web site managers. Most existing tools work on the TCP/IP level, failing to use the specifics of the HTTP protocol in their operation. Mod_security is a module running on Apache, which will help you overcome the security threats prevalent in the online world.

A complete guide to using ModSecurity, this book will show you how to secure your web application and server, and does so by using real-world examples of attacks currently in use. It will help you learn about SQL injection, cross-site scripting attacks, cross-site request forgeries, null byte attacks, and many more so that you know how attackers operate.
Using clear, step-by-step instructions this book starts by teaching you how to install and set up ModSecurity, before diving into the rule language with examples. It assumes no prior knowledge of ModSecurity, so as long as you are familiar with basic Linux administration, you can start to learn right away.

Real-life case studies are used to illustrate the dangers on the Web today - you will for example learn how the recent worm that hit Twitter works, and how you could have used ModSecurity to stop it in its tracks. The mechanisms behind these and other attacks are described in detail, and you will learn everything you need to know to make sure your server and web application remain unscathed on the increasingly dangerous web. Have you ever wondered how attackers figure out the exact web server version running on a system? They use a technique called HTTP fingerprinting, and you will learn about this in depth and how to defend against it by flying your web server under a "false flag".

The last part of the book shows you how to really lock down a web application by implementing a positive security model that only allows through requests that conform to a specific, pre-approved model, and denying anything that is even the slightest bit out of line.
What you will learn from this book?

	Compile ModSecurity from source and install it on a Linux system
	Log any anomalous event and use the ModSecurity console to view log data online so that attempted break-ins can be quickly discovered and dealt with
	Learn how a recent worm disabled Twitter and how it could have been stopped using ModSecurity
	Guard against web site defacement by having ModSecurity scan for unauthorized changes to your web pages then alert you about issues via email.
	Locate the geographical position of an attacker using ModSecurity applications
	Know how attackers operate by learning about SQL injection, cross-site scripting attacks, cross-site request forgeries, null byte attacks, and many more 
	Put Apache in a chroot jail using ModSecurity - no more frustrating hours of tinkering to get everything working as it should
	Prevent HTTP fingerprinting by flying your Apache server under a false flag
	Protect against newly discovered vulnerabilities that don't have a vendor-supplied patch, using ModSecurity "just-in-time" patching
	Prevent the source code of your web application being shown to the world if something goes wrong with your server configuration
	Discover the real IP address of an attacker using ModSecurity, even if the attacker is behind a proxy server


Approach

This book teaches ModSecurity from the beginning to anyone with basic Linux skills. It starts by focusing on introducing ModSecurity, and explaining the concept of ModSecurity rules and how to write them. Later, it looks at the performance of ModSecurity and what sort of impact ModSecurity has on the speed of your web application. 

Who this book is written for?

This book is written for system administrators or anyone running an Apache web server who wants to learn how to secure that server. It assumes that you are familiar with using the Linux shell and command-line tools, but does its best to explain everything so that those who are not Linux experts can make full use of ModSecurity.
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Pop Song Piracy: Disobedient Music Distribution since 1929University of Chicago Press, 2011




	The music industry’s ongoing battle against digital piracy is just the latest skirmish in a long conflict over who has the right to distribute music. Starting with music publishers’ efforts to stamp out bootleg compilations of lyric sheets in 1929, Barry Kernfeld’s Pop Song Piracy details nearly a...
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Write Your Way into Animation and Games: Create a Writing Career in Animation and GamesFocal Press, 2010

	Audiovisual storytelling has a long, well-developed history. As far back as
	the earliest known prehistoric times, human beings have communicated the
	essence of story through the use of pictures and sound: whether it’s cave paintings
	of the hunt, a poet proclaiming the epic adventures of Odysseus, Greek
	actors performing tragedy...
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Learning Web-based Virtual Reality: Build and Deploy Web-based Virtual Reality TechnologyApress, 2017

	Create web-based VR applications and deploy them to GitHub pages with this short, practical tutorial crammed with hands-on examples. This book covers topics such as VR, the WebVR API, and A-Frame. In Learning Web-based Virtual Reality, you will build a number of 3D VR-based applications. In these apps, you will be able to test the VR...
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The Art of Siege Warfare and Military Architecture from the Classical World to the Middle AgesOxbow Books, 2021

	The papers in this book present, for the first time, the world of warfare, both defensive and offensive, from the Classical periods to end of the Middle Ages in one collection. These scholarships have attracted ancient writers and generals and nowadays historians, archaeologists and researchers poliorcetics. Military historiography and...
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CWTS: Certified Wireless Technology Specialist Official Study Guide: Exam PW0-070 (CWNP Official Study Guides)Sybex, 2009
This book is intended to provide an introduction to the exciting and emerging world of wireless LAN technology. This technology continues to expand at a phenomenal pace with constant improvements in speed, reliability, and security. Reading this book will teach you the fundamentals of standards-based technology, giving you an overview of the...
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Post-Intensive Care Syndrome (Lessons from the ICU)Springer, 2019

	
		This book, part of the European Society of Intensive Care Medicine textbook series,  provides detailed up-to-date information on the physical, cognitive, and psychological impairments that are frequently present following a stay in an intensive care unit and examines in depth the available preventive and therapeutic strategies,...
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