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	Network Attacks and Defenses: A Hands-on Approach, 9781466517943 (1466517948), Auerbach Publications, 2012

	The attacks on computers and business networks are growing daily, and the need for security professionals who understand how malfeasants perform attacks and compromise networks is a growing requirement to counter the threat. Network security education generally lacks appropriate textbooks with detailed, hands-on exercises that include both offensive and defensive techniques. Using step-by-step processes to build and generate attacks using offensive techniques, Network Attacks and Defenses: A Hands-on Approach enables students to implement appropriate network security solutions within a laboratory environment.

	

	Topics covered in the labs include:

	
		Content Addressable Memory (CAM) table poisoning attacks on network switches
	
		Address Resolution Protocol (ARP) cache poisoning attacks
	
		The detection and prevention of abnormal ARP traffic
	
		Network traffic sniffing and the detection of Network Interface Cards (NICs) running in promiscuous mode
	
		Internet Protocol-Based Denial-of-Service (IP-based DoS) attacks
	
		Reconnaissance traffic
	
		Network traffic filtering and inspection
	
		Common mechanisms used for router security and device hardening
	
		Internet Protocol Security Virtual Private Network (IPsec VPN) security solution protocols, standards, types, and deployments
	
		Remote Access IPsec VPN security solution architecture and its design, components, architecture, and implementations



	These practical exercises go beyond theory to allow students to better anatomize and elaborate offensive and defensive techniques. Educators can use the model scenarios described in this book to design and implement innovative hands-on security exercises. Students who master the techniques in this book will be well armed to counter a broad range of network security threats.
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Developing with Ext GWT: Enterprise RIA DevelopmentApress, 2009
Developing in Ext GWT is a fast–paced, practical guide to quickly learning the tasks necessary in building enterprise–class Rich Internet Applications. Based around the exciting new UI library from Ajax leaders Ext JS and the latest GWT release, this book takes the reader through setup, the available widgets, and advanced...

		

Apache CloudStack Cloud ComputingPackt Publishing, 2013

	Setting up a cloud computing service, whether for yourself or a customer, is greatly simplified by this step-by-step guide to Cloudstack – the world’s leading open source platform. It’s all here, from installing to extending.


	Overview

	
		Install, deploy, and manage a cloud service using...



		

Vision in Alzheimer's Disease (Interdisciplinary Topics in Gerontology and Geriatrics, Vol. 34)Karger, 2004

	Visual dysfunction is prevalent in Alzheimer’s disease and in related disorders such as posterior cortical atrophy and Down syndrome. The neuropathology of these disorders affects brain areas that process low-level vision as well as higher-order cognition and attention. This volume spans the range of topics on vision, from structure...





	

RF and Microwave Circuits, Measurements, and Modeling (The RF and Microwave Handbook, Second Edition)CRC Press, 2007

	The first edition of the RF and Microwave Handbook was published in 2000. The project got off to an inauspicious start when 24 inches of snow fell in Denver the evening before the advisory board planned to hold their kick-off meeting. Two members of the board were trapped for days in the Denver airport since planes were not arriving or...


		

Unreal Engine 4 Game Development EssentialsPackt Publishing, 2016

	Key Features

	
		Get to grips with the user interface of Unreal Engine 4 and find out more about its various robust features
	
		Create dream video games with the help of the different tools Unreal Engine 4 offers
	
		Create video-games and fully utilize the power of Unreal Engine 4 to bring games to...



		

Thinking Objects: Contemporary Approaches to Product DesignFairchild Books, 2009

	
		Thinking Objects: Contemporary Approaches to Product Design explores the many approaches designers take to their work, deconstructing the design process. How do objects “communicate” to us? This book reveals how designers can learn to read the signals an object sends, interpret meaning, and discover historical context, and...
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