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	Want to learn the world’s most widely used authorization framework? This tutorial will have you implementing secure Oauth 2.0 grant flows without delay. Written for practical application and clear instruction, it’s the complete guide.


	Overview

	
		Build web, client-side, desktop, and server-side secure OAuth 2.0 client applications by utilizing the appropriate grant flow for the given scenario
	
		Get to know the inner workings of OAuth 2.0 and learn how to handle and implement various authorization flows
	
		Explore practical code examples that are executable as standalone applications running on top of Spring MVC



	In Detail


	OAuth 2.0 has become the most widely used authorization framework. It provides an easy-to-use sign-in mechanism and allows users to quickly and efficiently secure service APIs. It also provides a protection layer for assets so that various third-party applications cannot have direct access to them. From service providers like Amazon and social media platforms like Facebook and Twitter to various internal enterprise solutions, OAuth 2.0 is the preferred standard for authorization.


	OAuth 2.0 Identity and Access Management Patterns is a step-by-step guide to build web, client-side, desktop, and server-side secure OAuth 2.0 client applications by utilizing the appropriate authorization techniques.. This book will help you handle and implement various authorization flows for your chosen type of application. Furthermore, you will understand when and how OAuth 2.0 is used in enterprises for trusted and first-party applications. You will gain knowledge about the Resource Owner Password Credentials grant and the Client Credentials grant, and more importantly, you will understand how to implement them yourself with the help of practical code examples.


	You will start by making various client applications step-by-step before moving on to client registration and implementing various OAuth 2.0 authorization flows. Furthermore, you will also be handling server responses with access tokens and errors. By the end of this book, you should understand precisely what it takes for these client applications to be secured.


	This book helps you cover each type of application: web, client-side, desktop, and trusted applications. In addition, you are also shown how to implement various authorization grant flows for each of these applications. You will uncover the security features that are a part of OAuth 2.0. More importantly, the book demonstrates what information is transmitted during the execution of a flow, and which precautions can be made. With OAuth 2.0 Identity and Access Management Patterns, you will be able to build a secure OAuth 2.0 client application with full confidence and will completely understand what data is exchanged when performing an authorization grant flow.


	What you will learn from this book

	
		Master the meaning of key terms used and defined in the OAuth 2.0 specification
	
		Create OAuth 2.0 web applications and learn the Authorization Code grant
	
		Generate client-side OAuth 2.0 applications and learn the Implicit grant
	
		Design OAuth 2.0 mobile applications with the Implicit and Authorization Code grants
	
		Develop trusted OAuth 2.0 applications and learn the Resource Owner Password Credentials grant and the Client Credentials grant
	
		Understand which security features OAuth 2.0 contains, what information is to be protected, and what precautions should be put in place
	
		Explore the basics of SAML 2.0 Assertions and how to use them as a means of additional security
	
		Know which tools and libraries are available for faster development
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The Black Death (Great Historic Disasters)Chelsea House Publications, 2008


	In 1346, Europe was hit by the worst natural disaster

	in its recorded history: the Black Death. Generally

	believed to be a combination of bubonic plague and two

	other plague strains, the Black Death ravaged the length and

	breadth of Europe from Sicily to Norway, from Ireland to Russia,

	for five terrible years. Scholars can...
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Probability and Random Processes: With Applications to Signal Processing and CommunicationsAcademic Press, 2004
"...very well written...very recommendable for students, researchers as well as practitioners interested in signal processing and communications."
- Stefan Reh, Carnegie Mellon University 

"...it is well written, providing the intended readership with tools and methods to study and solve problems concerning random...
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Data Mining: Theory, Methodology, Techniques, and Applications (Lecture Notes in Computer Science)Springer, 2006
Data mining has been an area of considerable research and application in Australia and the region for many years. This has resulted in the establishment of a strong tradition of academic and industry scholarship, blended with the pragmatics of practice in the field of data mining and analytics. ID3, See5, RuleQuest.com, MagnumOpus, and WEKA is but...
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Mathematical Tools for Data Mining: Set Theory, Partial Orders, Combinatorics (Advanced Information and Knowledge Processing)Springer, 2008
The maturing of the field of data mining has brought about an increased level of mathematical sophistication. Such disciplines like topology, combinatorics, partially ordered sets and their associated algebraic structures (lattices and Boolean algebras), and metric spaces are increasingly applied in data mining research. This book presents these...
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Encyclopedia of Communities of Practice in Information and Knowledge ManagementIdea Group Publishing, 2006
"This encyclopedia has a breadth and depth that makes it a valuable reference work for anyone." --Prof. Miles Nicholls, RMIT University, Australia 

       The Encyclopedia of Communities of Practice in Information and Knowledge Management is the leading reference source for dynamic and innovative research in the field of...
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Oxygen Transport to Tissue XLII (Advances in Experimental Medicine and Biology, 1269)Springer, 2021

	In his foreword to John Nunn’s book Applied Respiratory Physiology, John

	Severinghaus, an anesthesiologist and also my postdoctoral mentor as a

	Fellow at the Cardiovascular Research Institute at the University of California,

	San Francisco, wrote the following under the title “A Flame for Hypnos.”
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