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RFID (Radio Frequency Identification) is a method of remotely storing and receiving data using devices called RFID tags. RFID tags can be small adhesive stickers containing antennas that allow them to receive and respond to transmissions from RFID transmitters. RFID tags are used to identify and track everything from Exxon EZ passes to dogs to beer kegs to library books. RFID tags use a standard that has already been hacked by several researchers. There are several motives for someone wanting to hack an RFID system:

	For monetary gain. Hacking a store's RFID system would allow a hacker to lower the pricing on any product(s). One could also steal cars (Prius or Lexus already have RFID keys) with RFID-encoded keys.
	Wreak havoc with someone's supply chain. Malicous/mischievous hackers can delete/alter/modify all identifying information for an entire shipment of products.
	Protect personal privacy. Privacy advocates fear that RFID tags embedded in products (which continue to transmit information after leaving a store) will be used to track consumer habits. RFID tags are also being tested as a means for identifying individuals on passports, driver's licenses, etc. This also has the ACLU types up in arms because, just like RFID tags in consumer products, these tags would be "always on" and broadcasting your personal information wherever you are.


RFID is about devices and technology that use radio signals to exchange identifying data. In the usual context, this implies a small tag or label that identifies a specific object.The action receives a radio signal, interprets it, and then returns a number or other identifying information. (e.g.,“What are you?” answered with “I am Inventory Item Number 12345”). Alternatively, it can be as complex as a series of cryptographically encoded challenges and responses, which are then interpreted through a database, sent to a global satellite communications system, and ultimately influence a
backend payment system.

RFID Security is focused on the technical security aspects of using RFID—specifically the security of the physical and data layers (i.e., Layer 1 and Layer 2).The multitude of questions regarding RFID applications are influenced by the policy decisions of implementing certain applications, and by the philosophical and religious outlook of the parties involved. Generally, those matters are not discussed, except where a security decision directly influences a privacy policy. (See “United States Passports” in Chapter xx.)






	Comments

		


	[image: ]Add Your Comment
(HTML tags aren't allowed.)











	Amazing Books

	[image: ][image: Classification, Parameter Estimation and State Estimation: An Engineering Approach Using MATLAB]

Classification, Parameter Estimation and State Estimation: An Engineering Approach Using MATLABJohn Wiley & Sons, 2004
Engineering disciplines are those fields of research and development that attempt to create products and systems operating in, and dealing with, the real world. The number of disciplines is large, as is the range of scales that they typically operate in: from the very small scale of nanotechnology up to very large scales that span whole regions,...
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Make: Bicycle Projects: Upgrade, Accessorize, and Customize with Electronics, Mechanics, and MetalworkMaker Media, Inc, 2015

	
		What is a bicycle? The answer is a little trickier than you might think. More than just a form of transportation, your bike is a framework on which you can explore and display your own inventiveness.With a full history of the bicycle and information about commercial mods such as adding baby seats and fenders--as well as instruction...
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Learn C on the Mac (Learn Series)Apress, 2008

	Considered a classic by an entire generation of Mac programmers, this popular guide has been completely updated for Mac OS X. Don’t know anything about programming? No problem! Acclaimed author Dave Mark starts out with the basics and takes you through a complete course in programming C using Apple’s free Xcode...
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Advanced Artificial Intelligence (Series on Intelligence Science)World Scientific Publishing, 2011

	Artificial Intelligence's long-term goal is to build the human level of artificial
	intelligence. AI was born 50 years ago, in the bumpy road has made encouraging
	progress, in particular, machine learning, data mining, computer vision, expert
	systems, natural language processing, planning, robotics and related applications
	have...
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A Practical Guide to Networking and Security in iOS 8Aperiodical LLC, 2015

	This book describes how to use your iPhone, iPod touch, or iPad with iOS 8 on Wi-Fi and cellular/mobile networks securely, making connections with ease while protecting your data. It also covers Bluetooth networking, tracking an iOS device, using AirDrop and AirPlay, and solving connection problems.
...
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SDL Trados Studio – A Practical GuidePackt Publishing, 2014

	SDL Trados Studio can make a powerful difference to your translating efficiency. This guide makes it easier to fully exploit this leading translation memory program with a clear task-oriented step-by-step approach to learning.


	Overview

	
		Unleash the power of Trados’s many features to boost your...
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