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Penetration Tester's Open Source Toolkit, Third EditionSyngress Publishing, 2011

	Penetration testing is often considered an art as much as it is a science, but even an
	artist needs the right brushes to do the job well. Many commercial and open source
	tools exist for performing penetration testing, but it’s often hard to ensure that you
	know what tools are available and which ones to use for a certain task....
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The Basics of Digital Forensics: The Primer for Getting Started in Digital ForensicsSyngress Publishing, 2012

	The Basics of Digital Forensics provides a foundation for people new to the field of digital forensics. This book teaches you how to conduct examinations by explaining what digital forensics is, the methodologies used, key technical concepts and the tools needed to perform examinations. Details on digital forensics for computers,...


	[image: ]	[image: ][image: Hacking Web Intelligence: Open Source Intelligence and Web Reconnaissance Concepts and Techniques]

Hacking Web Intelligence: Open Source Intelligence and Web Reconnaissance Concepts and TechniquesSyngress Publishing, 2015

	Open source intelligence (OSINT) and web reconnaissance are rich topics for infosec professionals looking for the best ways to sift through the abundance of information widely available online. In many cases, the first stage of any security assessmentâ€•that is, reconnaissanceâ€•is not given enough attention by security professionals,...
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Designing a Wireless NetworkSyngress Publishing, 2001
Wireless network design presents the IT professional with unique obstacles. Your network requires the seamless and secure distribution of information, in spite of competing communication protocols, incompatible hardware platforms, and narrow bandwidths. This book is an introduction to developing efficient means of wireless transport in order to...
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BigNum Math: Implementing Cryptographic Multiple Precision ArithmeticSyngress Publishing, 2006
The origins of this book are part of an interesting period of my life. A period that
saw me move from a shy and disorganized young adult, into a software developer
who has toured various parts of the world, and met countless new friends and
colleagues. It all began in December of 2001, nearly five years ago. I started a
project...
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Security Sage's Guide to Hardening the Network InfrastructureSyngress Publishing, 2004
With the proliferation of wireless access points (WAPs), virtual private networks
(VPNs), and extranets, it’s becoming increasingly difficult to determine where
your network begins and ends. Add this complexity to common economic factors,
such as company mergers and acquisitions, and now you have a tangled web
of...
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Security Controls Evaluation, Testing, and Assessment HandbookSyngress Publishing, 2015

	Security Controls Evaluation, Testing, and Assessment Handbook provides a current and well-developed approach to evaluation and testing of security controls to prove they are functioning correctly in today's IT systems. This handbook shows you how to evaluate, examine, and test installed security controls in the world of...
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Zen and the Art of Information SecuritySyngress Publishing, 2007
While security is generally perceived to be a complicated and expensive process, Zen and the Art of Information Security makes security understandable to the average person in a completely non-technical, concise, and entertaining format.  Through the use of analogies and just plain common sense, readers see through the hype and become comfortable...
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Winternals: Defragmentation, Recovery, and Administration Field GuideSyngress Publishing, 2006
Winternals first came to my rescue in November of 1999. It was then that I purchased my Winternals Administrator's Pak. It contained BlueSave Version 1.01, ERD Commander Professional Version 1.06, Monitoring Tools (Filemon and Regmon) Enterprise Editions Version 1.0, NTFSDOS Professional Version 3.03, NTRecover Version 1.0, and Remote Recover...
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Perfect Passwords: Selection, Protection, AuthenticationSyngress Publishing, 2005
User passwords are the keys to the network kingdom, yet most users choose overly simplistic passwords (like password) that anyone could guess, while system administrators demand impossible to remember passwords littered with obscure characters and random numerals.

Every computer user must face the problems of password security. According...
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Sarbanes-Oxley IT Compliance Using COBIT and Open Source ToolsSyngress Publishing, 2005
A Toolkit for IT Professionals 		


Whether you work for a publicly traded or pre-IPO company or as an IT consultant, you are familiar with the daunting task of complying with the Sarbanes-Oxley Act. You have no doubt seen the hour and dollar estimates for compliance go up...
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10 Cool LEGO Mindstorms Robotics Invention System 2 Projects: Amazing Projects You Can Build in Under an HourSyngress Publishing, 2002

	LEGO MINDSTORMS lets you design and program robots that can do just about anything!

	The LEGO MINDSTORMS RIS 2.0 is the core set for all MINDSTORMS users, that lets users design and program working robots - limited only by their imagination. Initially designed for users 12 and up, LEGO MINDSTORMS has taken off with LEGO enthusiasts of...
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