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How to Cheat at Securing a Wireless NetworkSyngress Publishing, 2006
Wireless connectivity is now a reality in most businesses. Yet by its nature, wireless networks are the most difficult to secure and are often the favorite target of intruders. Some of the primary threats are the result of the following factors:
	Denial of service (DoS) and other network layer attacks  
	Unauthorized...



		

Cybercrime and Espionage: An Analysis of Subversive Multi-Vector ThreatsSyngress Publishing, 2011

	Thank you for picking up this book! We believe that if you are reading this page, you are an individual seeking to gain a greater degree of familiarity with cybercrime and espionage, and more likely than not, believe that the realities outweigh the fear, uncertainty, and doubt associated with these two topics. Our desire in writing this...


		

Combating Spyware in the EnterpriseSyngress Publishing, 2006
Spyware is a term that in many ways has become a commonly used substitute for many other types of intrusions on a host.To compare it to something in the nontechnical world, it would be similar to asking someone for some aspirin, but in return getting acetaminophen, ibuprofen, or some other pain...





		

Security Risk Management: Building an Information Security Risk Management Program from the Ground UpSyngress Publishing, 2011

	The goal of Security Risk Management is to teach you practical techniques that will be used on a daily basis, while also explaining the fundamentals so you understand the rationale behind these practices. Security professionals often fall into the trap of telling the business that they need to fix something, but they can't explain...


		

Securing the Cloud: Cloud Computer Security Techniques and TacticsSyngress Publishing, 2011

	This book will prove to be a practical resource for anyone who is considering
	using, building, or securing a cloud implementation. Security professionals may
	refer to this book as a source of detailed information for evaluating and verifying
	cloud security policy and requirements. Cloud infrastructure engineers, cloud services...


		

Information Security Science: Measuring the Vulnerability to Data CompromisesSyngress Publishing, 2016

	Information Security Science: Measuring the Vulnerability to Data Compromises provides the scientific background and analytic techniques to understand and measure the risk associated with information security threats. This is not a traditional IT security book since it includes methods of information compromise that are not typically...






		

Seven Deadliest Microsoft Attacks (Syngress Seven Deadliest Attacks Series)Syngress Publishing, 2010

	Do you need to keep up with the latest hacks, attacks, and exploits effecting Microsoft products? Then you need Seven Deadliest Microsoft Attacks. This book pinpoints the most dangerous hacks and exploits specific to Microsoft applications, laying out the anatomy of these attacks including how to make your system more secure. You will...


		

Keys to the Kingdom: Impressioning, Privilege Escalation, Bumping, and Other Key-Based Attacks Against Physical LocksSyngress Publishing, 2012

	Lockpicking has become a popular topic with many in the security community. While many have chosen to learn the fine art of opening locks without keys, few people explore the fascinating methods of attack that are possible WITH keys. Keys to the Kingdom addresses the topics of impressioning, master key escalation, skeleton keys, and...


		

Insider Threat: Protecting the Enterprise from Sabotage, Spying, and TheftSyngress Publishing, 2005
I was sitting at my desk when my phone rang. I answered the phone and it was a
large pharmaceutical company who was interested in consulting services.They
started off the conversation stating that they had some problems and thought that
my company might be able to help.They had noticed a trend with one of their foreign...





		

Ruby Developer's GuideSyngress Publishing, 2002
"Ruby Developer's Guide" discusses the role of Ruby in real-world applications, including the use of databases and XML, the coding of graphical user interfaces (GUIs) by means of different toolkits, communicating with other languages over SOAP/XML-RPC or sockets, and the programming of concurrent and distributed applications. Using...

		

Configuring Cisco AVVID: Architecture for Voice, Video, and Integrated DataSyngress Publishing, 2001
           AVVID (Architecture for Voice, Video, and Integrated Data) is a network architecture made up of hardware and software that transmits a company’s data such as e-mail, web traffic, file transfers, voice traffic, and video traffic over the same physical computer network. Imagine taking the three networks your...


		

Hacking Web Apps: Detecting and Preventing Web Application Security ProblemsSyngress Publishing, 2012

	How can an information security professional keep up with all of the hacks, attacks, and exploits on the Web? One way is to read Hacking Web Apps. The content for this book has been selected by author Mike Shema to make sure that we are covering the most vicious attacks out there. Not only does Mike let you in on the anatomy of these...
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