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The Ethical Hack: A Framework for Business Value Penetration TestingAuerbach Publications, 2004
This book explains the methodologies, framework, and "unwritten conventions" that ethical hacks should employ to provide the maximum value to organizations that want to harden their security. This book is unique in that it goes beyond the technical aspects of penetration testing to address the processes and rules of engagement required...
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Snort Intrusion Detection and Prevention Toolkit (Jay Beale's Open Source Security)Syngress Publishing, 2007
This all new book covering the brand new Snort version 2.6 from members of the Snort developers team.

This fully integrated book, CD, and Web toolkit covers everything from packet inspection to optimizing Snort for speed to using the most advanced features of Snort to defend even the largest and most congested enterprise networks....
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Hacking For DummiesFor Dummies, 2013

	Updated for Windows 8 and the latest version of Linux


	The best way to stay safe online is to stop hackers before they attack - first, by understanding their thinking and second, by ethically hacking your own site to measure the effectiveness of your security. This practical, top-selling guide will help you do both. Fully...
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Web Application Defender's Cookbook: Battling Hackers and Protecting UsersJohn Wiley & Sons, 2012

	Defending your web applications against hackers and attackers


	The top-selling book Web Application Hacker's Handbook showed how attackers and hackers identify and attack vulnerable live web applications. This new Web Application Defender's Cookbook is the perfect counterpoint to that book: it shows you...
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Node SecurityPackt Publishing, 2013

	Take a deep dive into the world of securing your Node applications with Node Security


	Overview

	
		Examine security features and vulnerabilities within JavaScript
	
		Explore the Node platform, including the event-loop and core modules
	
		Solve common security problems with available...



	[image: ]	[image: ][image: Hacking the Human]

Hacking the HumanGower, 2008

	Information security is about people, yet in most organizations protection remains focused on technical countermeasures. The human element is crucial in the majority of successful attacks on systems and attackers are rarely required to find technical vulnerabilities, hacking the human is usually sufficient.Ian Mann turns the black art of...
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Hacking Exposed Web 2.0: Web 2.0 Security Secrets and SolutionsMcGraw-Hill, 2007

	Lock down next-generation Web services


	"This book concisely identifies the types of attacks which are faced daily by Web 2.0 sites, and the authors give solid, practical advice on how to identify and mitigate these threats." --Max Kelly, CISSP, CIPP, CFCE, Senior Director of Security, Facebook

...
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Security for Wireless Implantable Medical Devices (SpringerBriefs in Computer Science)Springer, 2013

	In the treatment of chronic diseases, wireless Implantable Medical Devices (IMDs) are commonly used to communicate with an outside programmer (reader). Such communication raises serious security concerns, such as the ability for hackers to gain access to a patient’s medical records. This brief provides an overview of such attacks and...
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Developing More-Secure Microsoft  ASP.NET 2.0 Applications (Pro Developer)Microsoft Press, 2006
Get hands-on, expert guidance for developing more secure Web applications with ASP.NET 2.0 with this in-depth reference. The nature of the Web and its underlying communication protocols make Web applications harder to secure and, therefore, primary targets for hacking attacks and other kinds of compromises. This book guides you through the possible...
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Designing Network SecurityCisco Press, 1999
A practical guide to creating a secure network infrastructure

* Understand basic cryptography and security technologies
* Identify the threats and common attacks to a network infrastructure
* Learn how to create a security policy
* Find out how to recover from a security breach 
* Study specific implementation...
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RSA Security's Official Guide to CryptographyMcGraw-Hill, 2001
Learn how cryptography works--from the leading authority in e-security. Cryptography is one of the smartest ways to protect the information on your network and reduce the risk of security breaches and attacks from hackers. And because implementing cryptography is a complex process, you need the practical advice and proven techniques contained...
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Securing Converged IP NetworksAuerbach Publications, 2006
This book offers advice on a range of critical subjects pertaining to security practices and procedures.  Anyone moving toward a converged platform will find the approach beneficial and illuminating.   
Phil Norton, Arthur J. Gallagher & Co.
This book delivers a requisite insight for security professionals to understand the scope and...
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