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	For cloud users and providers alike, security is an everyday concern, yet there are very few books covering cloud security as a main subject. This book will help address this information gap from an Information Technology solution and usage-centric view of cloud infrastructure security. The book highlights the fundamental technology components necessary to build and enable trusted clouds. Here also is an explanation of the security and compliance challenges organizations face as they migrate mission-critical


	applications to the cloud, and how trusted clouds, that have their integrity rooted in hardware, can address these challenges.


	This book provides:

	
		Use cases and solution reference architectures to enable infrastructure integrity and the creation of trusted pools leveraging Intel Trusted Execution Technology (TXT). 
	
		Trusted geo-location management in the cloud, enabling workload and data location compliance and boundary control usages in the cloud. 
	
		OpenStack-based reference architecture of tenant-controlled virtual machine and workload protection in the cloud. 
	
		A reference design to enable secure hybrid clouds for a cloud bursting use case, providing infrastructure visibility and control to organizations.



	"A valuable guide to the next generation of cloud security and hardware based root of trust. More than an explanation of the what and how, is the explanation of why. And why you can’t afford to ignore it!" —Vince Lubsey, Vice President, Product Development, Virtustream Inc.


	" Raghu provides a valuable reference for the new 'inside out' approach, where trust in hardware, software, and privileged users is never assumed—but instead measured, attested, and limited according to least privilege principles." —John Skinner, Vice President, HyTrust Inc.


	"Traditional parameter based defenses are in sufficient in the cloud. Raghu's book addresses this problem head-on by highlighting unique usage models to enable trusted infrastructure in this open environment. A must read if you are exposed in cloud." —Nikhil Sharma, Sr. Director of Cloud Solutions, Office of CTO, EMC Corporation


	


	What youÂ’ll learn

	
		Usage models, hardware and software technology components to enable trusted clouds.


	
		Through solution architecture and descriptions, you will see how to build and enable trusted cloud infrastructure.



	




	Who this book is for


	This book will influence Infrastructure, Application and solution architects along with CTOs and CIOs and make them aware of Cloud Security and how to approach it with real-world examples and case studies.
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CryptoGraphics: Exploiting Graphics Cards For Security (Advances in Information Security)Springer, 2006
Software that covertly monitors user actions, also known as spyware, has become a first-level security threat due to its ubiquity and the difficulty of detecting and removing it. This is especially so for video conferencing, thin-client computing and Internet cafes.

CryptoGraphics: Exploiting Graphics Cards for Security...
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Monitoring Water Quality: Pollution Assessment, Analysis, and RemediationElsevier Limited, 2013

	Monitoring Water Quality is a practical assessment of one of the most pressing growth and sustainability issues in the developed and developing worlds: water quality. Over the last 10 years, improved laboratory techniques have led to the discovery of microbial and viral contaminants, pharmaceuticals, and endocrine disruptors in our...
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Maximum Security (3rd Edition)Sams Publishing, 2001
Maximum Security, Third Edition provides comprehensive, platform-by-platform coverage of security issues and includes clear, to the point descriptions of the most common techniques hackers use to penetrate systems. In one book, security managers and others interested in computer and network security can learn everything the hackers already know,...
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Solaris 10 System Administration EssentialsPrentice Hall, 2009
Solaris™ 10 System Administration Essentials is the first book to concisely yet comprehensively cover all of the breakthrough features of the Solaris 10 operating system. The Solaris OS has a long history of innovation, and the Solaris 10 OS is a watershed release that includes features such...
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The Rough Guide to Vancouver 3 (Rough Guide Travel Guides)Rough Guides, 2007

	The Rough Guide to Vancouver is your complete guidebook to this lively city. From taking a skyride to Grouse Mountain and the city’s vibrant Chinatown to the near-wilderness area of Stanley Park, the full-colour introduction highlights all the ‘things-not-to-miss’. There are up-to-date reviews of all the best restaurants and...
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On CourseWadsworth Publishing, 2010


	On Course is intended for college students of any age who want to create success

	both in college and in life. Whether you are taking a student success or first-year

	seminar course, a composition course, or an “inward-looking” course in psychology,

	self-exploration, or personal growth, On Course is your instruction...
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