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	Computer Forensics with FTK, 9781783559022 (1783559020), Packt Publishing, 2014

	Written by a specialist in digital crime, this book helps you leverage the power of the FTK platform to conduct penetrating computer forensic investigations. With a step-by-step approach, it clarifies even the most complex processes.


	About This Book

	
		Receive step-by-step guidance on conducting computer investigations
	
		Explore the functionality of FTK Imager and learn to use its features effectively
	
		Conduct increasingly challenging and more applicable digital investigations for generating effective evidence using the FTK platform



	Who This Book Is For


	This tutorial-based guide is great for you if you want to conduct digital investigations with an integrated platform. Whether you are new to Computer Forensics or have some experience, this book will help you get started with FTK so you can analyze evidence effectively and efficiently. If you are a law enforcement official, corporate security, or IT professional who needs to evaluate the evidentiary value of digital evidence, then this book is ideal for you.


	What You Will Learn

	
		Get started with Computer Forensics using the FTK platform to conduct your digital investigation
	
		Acquire different types of digital devices with integrity
	
		Find evidence in Windows registry hives using Registry View
	
		Understand the use of PRTK for password recovery
	
		Narrowing the case using filters and keyword searches
	
		Analyze Internet artifacts and e-mail messages
	
		Report results using the bookmarks features
	
		Learn tips and tricks to get the most out of your digital investigation results



	In Detail


	With the increase of electronic crimes and the need to constantly audit the proper use of resources, companies need qualified professionals and appropriate tools to carry out these activities. The FTK platform, with the ability to collect and analyze digital evidence quickly and with integrity, is a great solution to help professionals achieve these goals. It is extremely useful for conducting digital investigations, helping you conduct a thorough investigation through a single tool and ensure the integrity of evidence. It is hard to find technical information on this tool and that's where this book will come in handy, helping professionals perform their activities with greater excellence.


	This tutorial leads by example, providing you with everything you need to use FTK and the tools included such as FTK Imager, Registry View, and PRTK in order to enhance your Computer Forensics knowledge in an easier and more efficient way.


	You will be introduced to the background of Computer Forensics, which include the types of digital devices that can be acquired and how to prepare for a new case of investigation. You will become acquainted with the FTK architecture and learn how to leverage its features in order to help you find the evidence as fast as possible. Through this book, you will also learn the memory forensics technique using the memory dump feature of FTK Imager. Furthermore, you will learn how to extract some important information such as process and DLL information, Sockets, and Driver List Open Handles.


	To conclude your tutorial, you will learn how to extract information from Windows Registry and how to recover passwords from the system and files. You will find this book an invaluable supplement to teach you all the steps required for the completion of investigations on digital media and to generate consistent and irrefutable evidence in court.







	Comments

		


	Add Your Comment
(HTML tags aren't allowed.)











	Amazing Books

	

Linking Enterprise DataSpringer, 2010

	Enterprise data is growing at a much faster rate than traditional technologies allow. New enterprise architectures combining existing technologies are desperately needed. This book suggests a way forward by applying new techniques of the World Wide Web to enterprise information systems.


	Linking Enterprise Data is an edited volume...


		

Redmine Plugin Extension and DevelopmentPackt Publishing, 2014

	If you'd like to customize Redmine to meet your own precise project management needs, this is the ideal guide to understanding and realizing the full potential of plugins. Full of real-world examples and clear instructions.


	Overview

	
		Gain access to powerful and useful features by hooking into...



		

Nonlinear Partial Differential Equations with Applications (International Series of Numerical Mathematics)Birkhauser, 2013

	This book primarily concerns quasilinear and semilinear elliptic and parabolic partial differential equations, inequalities, and systems. The exposition leads the reader through the general theory based on abstract (pseudo-) monotone or accretive operators as fast as possible towards the analysis of concrete differential equations, which have...





	

Cell Therapy, Stem Cells and Brain Repair (Contemporary Neuroscience)Humana Press, 2006

	As our world continues to evolve, the field of regenerative medicine follows

	suit. Although many modern day therapies focus on synthetic and natural

	medicinal treatments for brain repair, many of these treatments and

	prescriptions lack adequate results or only have the ability to slow the progression

	of neurological disease or...

		

Neuroviral Infections. General Principles and DNA VirusesCRC Press, 2013

	Viral infections of the central nervous system or neurotropic viruses are often lethal. Understanding of these diseases involves understanding the interaction between the nervous system and the immune system. This book provides in-depth information about each individual virus, the diseases they cause, and the mechanisms of spread of those...


		

Frommer's Cancun and the Yucatan 2011 (Frommer's Complete Guides)Frommers, 2010

	Every hotel, restaurant, and attraction listing in this guide has been ranked for quality,

	value, service, amenities, and special features using a star-rating system. In country, state,

	and regional guides, we also rate towns and regions to help you narrow down your choices

	and budget your time accordingly. Hotels and restaurants are...
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