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This text introduces the spirit and theory of hacking as well as the science behind it all; it also provides some core techniques and tricks of hacking so you can think like a hacker, write your own hacks or thwart potential system attacks.

Hacking is the art of creating problem solving, whether used to find an unconventional solution to a difficult problem or to exploit holes in sloppy programming. Many people call themselves hackers, but few have the strong technical foundation that a hacker needs to be successful. Hacking: The Art of Exploitation explains things that every real hacker should know.

While many hacking books show you how to run other people’s exploits without really explaining the technical details, Hacking: The Art of Exploitation introduces you to the spirit and theory of hacking as well as the science behind it all. By learning some of the core techniques and clever tricks of hacking, you will begin to understand the hacker mindset. Once you learn to think like a hacker, you can write your own hacks and innovate new techniques, or you can thwart potential attacks on your system.

In Hacking: The Art of Exploitation you will learn how to:

	Exploit programs using buffer overflows and format strings
	Write your own printable ASCII polymorphic shellcode
	Defeat non-executable stacks by returning into libc
	Redirect network traffic, conceal open ports, and hijack TCP connections
	Crack encrypted 802.11b wireless traffic using the FMS attack


If you’re serious about hacking, this book is for you, no matter which side of the fence you’re on.

 About the Author 

Jon Erickson has a formal education in computer science and speaks frequently at computer security conferences around the world. He currently works as a cryptologist and security specialist in Northern California.
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The Employee Answer Book: Practical Answers to the Top 250 Questions Every Employee HasSphinx Publishing, 2009

	Not everything that you might think is unfair in the workplace is actually illegal.


	In order to fully protect your rights, you must understand them first. The Employee Answer Book, the latest addition to the Answer Book Series, answers real questions from real people. This book discusses federal employment law in detail and touches...
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Koi For DummiesFor Dummies, 2007
Welcome to Koi For Dummies, a book designed for two purposes — to tell you about the beautiful fish known as koi and to make koi-keeping so simple you’ll wonder why you didn’t pick up this hobby eons ago.

What’s so much fun about koi? They’re gorgeous fish, and they’ve been selectively bred for more...
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Creating a Web Page in Dreamweaver 8 : Visual QuickProject GuidePeachpit Press, 2005
You may not be a professional Web designer, but you do want to design a decent Web page. There's no place better to start than with the de facto tool of choice for just about anybody creating Web pages and this slim, low-priced guide to it! The same things that have made Dreamweaver so popular with the prosan...
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More on Mediterranean Diets (World Review of Nutrition and Dietetics, Vol. 97)Karger, 2006

	This book is an update of the previous volume on Mediterranean diets published in 2000, which provided extensive reviews of the various diets existing in the Mediterranean region. Since then, a number of studies have been published on the relationship between a Mediterranean-type of diet and chronic diseases. However, because the ‘diet...
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The Idea of the Library in the Ancient WorldOxford University Press, 2010
In The Idea of the Library in the Ancient World Yun Lee Too argues that the ancient library was much more than its incarnation at Alexandria, which has been the focus for students of the subject up till now. In fact, the library is a complex institution with many different forms. It can be a building with books, but it can also be...
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Migrating to .NET: A Pragmatic Path to Visual Basic .NET, Visual C++ .NET, and ASP.NETPrentice Hall, 2002
Find out how to migrate your legacy software                    to the powerful Microsoft .NET framework                    

	
    Provides for a complete, efficient, and                      elegant migration—with no surprises 

    
	
    Covers...
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