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The Art of Computer Virus Research and DefenseAddison Wesley, 2005
Symantec's chief antivirus researcher has written the  definitive guide to contemporary virus threats, defense techniques, and analysis  tools. Unlike most books on computer viruses, The Art of Computer Virus Research and Defense  is a reference written strictly...
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10 Don'ts on Your Digital Devices: The Non-Techie's Survival Guide to Cyber Security and PrivacyApress, 2014

	In nontechnical language and engaging style, 10 Don’ts on Your Digital Devices explains to non-techie users of PCs and handheld devices exactly what to do and what not to do to protect their digital data from security and privacy threats at home, at work, and on the road. These include chronic threats such as malware and...
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The Information Security Dictionary: Defining the Terms that Define Security for E-Business, Internet, Information and Wireless TechnologySpringer, 2004
If this book is to succeed and help readers, its cardinal virtue must be to provide
a simple reference text. It should be an essential addition to an information
security library. As such it should also serve the purpose of being a quick
refresher for terms the reader has not seen since the days when one attended a
computing...
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Windows Forensic Analysis DVD Toolkit, Second EditionSyngress Publishing, 2009
"If your job requires investigating compromised Windows hosts, you must read Windows Forensic Analysis."

-Richard Bejtlich, Coauthor of Real Digital Forensics and Amazon.com Top 500 Book Reviewer

"The Registry Analysis chapter alone is worth the price of the book."

-Troy Larson, Senior...
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Malicious Cryptography: Exposing CryptovirologyJohn Wiley & Sons, 2004
Hackers have uncovered the dark side of cryptography—that device developed to defeat Trojan horses, viruses, password theft, and other cyber-crime. It’s called cryptovirology, the art of turning the very methods designed to protect your data into a means of subverting it. In this fascinating, disturbing volume, the experts who first...

	[image: ]	[image: ][image: Network Performance and Security: Testing and Analyzing Using Open Source and Low-Cost Tools]

Network Performance and Security: Testing and Analyzing Using Open Source and Low-Cost ToolsSyngress Publishing, 2016

	Network Performance Security: Testing and Analyzing Using Open Source and Low-Cost Tools gives mid-level IT engineers the practical tips and tricks they need to use the best open source or low cost tools available to harden their IT infrastructure. The book details how to use the tools and how to interpret them. Network Performance...
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Getting Started with Oracle VM VirtualBoxPackt Publishing, 2013

	Build your own virtual environment from scratch using VirtualBox


	Overview

	
		Learn how to install, configure, and manage VirtualBox
	
		A step-by-step guide which will teach you how to build your own virtual environment from scratch
	
		Discover advanced features of VirtualBox

...
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Phishing ExposedSyngress Publishing, 2005
Phishing Exposed provides an in-depth, high-tech view from both sides of the phishing playing field. In this unprecedented book, world-renowned phishing expert Lance James exposes the technical and financial techniques used by international clandestine phishing gangs to steal billions of dollars every year. The book is filled with...
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Virtual Honeypots: From Botnet Tracking to Intrusion DetectionAddison Wesley, 2007
Honeypots have demonstrated immense value in Internet security, but physical honeypot deployment can be prohibitively complex, time-consuming, and expensive. Now, there’s a breakthrough solution. Virtual honeypots share many attributes of traditional honeypots, but you can run thousands of them on a single system-making them easier and...
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Mastering WiresharkPackt Publishing, 2016

	Key Features

	
		Master Wireshark and train it as your network sniffer
	
		Impress your peers and get yourself pronounced as a network doctor
	
		Understand Wireshark and its numerous features with the aid of this fast-paced book packed with numerous screenshots, and become a pro at resolving network...
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Malware: Fighting Malicious CodePrentice Hall, 2003
Ignoring the threat of malware is one of the most reckless things you can do in today's increasingly hostile computing environment. Malware is malicious code planted on your computer, and it can give the attacker a truly alarming degree of control over your system, network, and data-all without your knowledge! Written for computer pros and savvy...
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Microsoft Forefront Security Administration GuideSyngress Publishing, 2008
Microsoft Forefront is a comprehensive suite of security products that will provide companies with multiple layers of defense against threats. Computer and Network Security is a paramount issue for companies in the global marketplace. Businesses can no longer afford for their systems to go down because of viruses, malware, bugs, trojans, or other...
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