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When most information security professionals think about threats to their networks, they think about the threat of attackers from the outside. However, in recent years the number of computer security incidents occurring from trusted users within a company has equaled those occurring from external threats. The difference is, external threats are fairly well understood and almost all companies utilize tools and technology to protect against those threats. In contrast, the threats from internal trusted employees or partners are often overlooked and much more difficult to protect against.
 

Network Admission Control (NAC) is designed to prohibit or restrict access to the secured internal network from devices with a diminished security posture until they are patched or updated to meet the minimum corporate security requirements. A fundamental component of the Cisco® Self-Defending Network Initiative, NAC enables you to enforce host patch policies and to regulate network access permissions for noncompliant, vulnerable systems.

 

Cisco Network Admission Control, Volume II, helps you understand how to deploy the NAC Framework solution and ultimately build a self-defending network. The book focuses on the key components that make up the NAC Framework, showing how you can successfully deploy and troubleshoot each component and the overall solution. Emphasis is placed on real-world deployment scenarios, and the book walks you step by step through individual component configurations. Along the way, the authors call out best practices and tell you which mistakes to avoid. Component-level and solution-level troubleshooting techniques are also presented. Three full-deployment scenarios walk you through application of NAC in a small business, medium-sized organization, and large enterprise.

 

“To successfully deploy and troubleshoot the Cisco NAC solution requires thoughtful builds and design of NAC in branch, campus, and enterprise topologies. It requires a practical and methodical view towards building layered security and management with troubleshooting, auditing, and monitoring capabilities.”

—Jayshree V. Ullal, Senior Vice President, Datacenter, Switching and Security Technology Group, Cisco Systems®

 

Jazib Frahim, CCIE® No. 5459, is a senior network security engineer in the Worldwide Security Services Practice of the Cisco Advanced Services for Network Security team. He is responsible for guiding customers in the design and implementation of their networks with a focus on network security.

 

Omar Santos is a senior network security engineer in the Worldwide Security Services Practice of the Cisco Advanced Services for Network Security team. He has more than 12 years of experience in secure data communications.

 

David White, Jr., CCIE No. 12,021, has more than 10 years of networking experience with a focus on network security. He is currently an escalation engineer in the Cisco TAC, where he has been for more than six years.

 

	Effectively deploy the Cisco Trust Agent
	Configure Layer 2 IP and Layer 2 802.1x NAC on network access devices
	Examine packet flow in a Cisco IOS NAD when NAC is enabled, and configure Layer 3 NAC on the NAD
	Monitor remote access VPN tunnels
	Configure and troubleshoot NAC on the Cisco ASA and PIX security appliances
	Install and configure Cisco Secure Access Control Server (ACS) for NAC
	Install the Cisco Security Agent Manage-ment Center and create agent kits
	Add antivirus policy servers to ACS for external antivirus posture validation
	Understand and apply audit servers to your NAC solution
	Use remediation servers to automatically patch end hosts to bring them in compliance with your network policies 
	Monitor the NAC solution using the Cisco Security Monitoring, Analysis, and Response System (MARS)


About the Author




Jazib Frahim, CCIE No. 5459, has been with Cisco Systems for more than seven years. With a Bachelor’s degree in computer engineering from Illinois Institute of Technology, he started out as a TAC engineer with the LAN Switching team. He then moved to the TAC Security team, where he acted as a technical leader for the security products. He led a team of 20 engineers as a team leader in resolving complicated security and VPN technologies. Jazib is currently working as a Senior Network Security Engineer in the Worldwide Security Services Practice of Cisco’s Advanced Services for Network Security. He is responsible for guiding customers in the design and implementation of their networks, with a focus in network security. He holds two CCIEs, one in Routing and Switching and the other in Security. He also authored the Cisco Press book Cisco ASA: All-in-one Firewall, IPS, and VPN Adaptive Security Appliance(ISBN: 1-58705-209-1). Additionally, Jazib has written numerous Cisco online technical documents and has been an active member on Cisco’s online forum, NetPro. He has presented at Networkers on multiple occasions and has taught many onsite and online courses to Cisco customers, partners, and employees. 

Jazib is currently pursuing a Master of Business Administration (MBA) degree from North Carolina State University.
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Surface Acoustic Wave Devices and Their Signal Processing ApplicationsAcademic Press, 1989

	The suggestion for writing this book came from my long-time friend,

	Professor Colin diCenzo, FIEEE, to whom I owe many thanks for his

	encouragement. The outline of the book was started many years ago, as a

	somewhat sparse series o f lecture notes that I used in support of an electrical

	engineering graduate course at McMaster...
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Anatomical Terms and their DerivationWorld Scientific Publishing, 2007

	Anatomical terms are the vocabulary of medicine. Anatomy began as a descriptive science in the days when Latin was the universal scientific language. Early anatomists described the structures they saw in that language, comparing them to common and familiar objects, or borrowing terms from the Greek and Arabic masters before them. In anatomic...
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Programming Entity Framework: Code FirstO'Reilly, 2011

	Microsoft’s principal data access technology, ADO.NET Entity Framework, has had
	two major releases as part of the .NET Framework. NET 3.5 brought us the first version
	of Entity Framework, which is covered in the first edition of Programming Entity
	Framework. In 2010, Microsoft .NET 4 was released; it contained the next version of...





	[image: ][image: Evaluation of Novel Approaches to Software Engineering: 3rd and 4th International Conference]

Evaluation of Novel Approaches to Software Engineering: 3rd and 4th International ConferenceSpringer, 2010

	This book is a peer-reviewed collection of papers, modified and extended for the purpose of this publication, but originally presented at the International Conference on Evaluation of Novel Approaches to Software Engineering 2008 and 2009 (ENASE 2008 / 2009). The book’s content is placed within the entire framework of software...
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Programming for Musicians and Digital Artists: Creating music with ChucKManning Publications, 2015

	
		Summary

	
		Programming for Musicians and Digital Artists: Creating Music with ChucK offers a complete introduction to programming in the open source music language ChucK. In it, you'll learn the basics of digital sound creation and manipulation while you discover the ChucK language. As you move...
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Programming ArcObjects with VBA: A Task-Oriented Approach, Second EditionCRC Press, 2007
If you're ready to take your knowledge of ArcGIS to the next level, then you need to learn how to work with ArcObjects. But with thousands of objects, properties, and methods, how can you ever hope to sort through the ArcObjects model diagrams?  

The first edition of Chang's Programming ArcObjects with VBA: A Task-Oriented Approach gave...
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