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The protection of critical information and systems is a major component of today's electronic business community. This valuable reference presents the primary hardware-based computer security approaches in an easy-to-read toolbox format. The techniques discussed show readers how to perform their own evaluation of new and emerging security technologies. It is an invaluable source for computer engineers, computer security specialists, electrical engineers, software engineers, IT professionals, and advanced undergraduate and graduate students in computer engineering and computer science.     

       Presents primary hardware-based computer security approaches in an easy-to-read toolbox format
    Protecting valuable personal information against theft is a mission-critical component of today's electronic business community. In an effort to combat this serious and growing problem, the Intelligence and Defense communities have successfully employed the use of hardware-based security devices.    

    This book provides a road map of the hardware-based security devices that can defeat—and prevent—attacks by hackers. Beginning with an overview of the basic elements of computer security, the book covers:      

	
        Cryptography      

    
	
        Key generation and distribution      

    
	
        The qualities of security solutions      

    
	
        Secure co-processors      

    
	
        Secure bootstrap loading      

    
	
        Secure memory management and trusted execution technology      

    
	
        Trusted Platform Module (TPM)      

    
	
        Field Programmable Gate Arrays (FPGAs)      

    
	
        Hardware-based authentification      

    
	
        Biometrics      

    
	
        Tokens      

    
	
        Location technologies      

    


    Hardware-Based Computer Security Techniques to Defeat Hackers includes a chapter devoted entirely to showing readers how they can implement the strategies and technologies discussed. Finally, it concludes with two examples of security systems put into practice.    

    The information and critical analysis techniques provided in this user-friendly book are invaluable for a range of professionals, including IT personnel, computer engineers, computer security specialists, electrical engineers, software engineers, and industry analysts.     

       About the Author
   

Roger R. Dube, PhD, obtained his bachelor's degree in experimental physics from Cornell University and his PhD from Princeton University. He has held positions in both academia and the private sector. He has published in top peer-reviewed scientific publications and written numerous successful research and development proposals (securing in excess of $27 million in grants and contract vehicles since 2004). He is currently the President and Chief Scientist of Digital Authentication Technologies (DAT), a computer security company with products based on Dr. Dube's patents. The technology has been successfully field-tested and deployed at the U.S. Joint Forces Command in Norfolk, Virginia, as well as at SAIC and Criterion Labs, and is currently being considered for use by various industries worldwide. Dr. Dube also holds a joint position at Rochester Institute of Techology (RIT) as a Professor in the Center for Imaging Science.       
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Handbook of Mobile Broadcasting: DVB-H, DMB, ISDB-T, AND MEDIAFLO (Internet and Communications)Auerbach Publications, 2008
Consumption of media has grown rapidly in the previous decade due to advances in digital technology. In recent years, the wireless industry has seen explosive growth in device capability. Everincreasing computing power, memory, and high-end graphic functionalities have accelerated the development of new and exciting wireless services. Personal...
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The Focal Easy Guide to Final Cut Pro 7Focal Press, 2009

	Rick Young's Easy Guide to Final Cut Pro 7 is the ultimate guide to getting up and running with Apple's professional editing software. Full of information relevant to both new users and professionals, this book wastes no time in teaching all the vital knowledge needed to edit your project from start to finish using Final Cut Pro....
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501 Web Site Secrets: Unleash the Power of Google®, Amazon®, eBay® and MoreJohn Wiley & Sons, 2004
Do more than you ever thought possible with search engines, portals, and e-commerce sites! Packed with insider tips, tricks, timesavers, and workarounds, this unique guide shows you step by step how to make the most of today’s most popular Web sites. From putting Google in your browser and personalizing Yahoo! to finding bargains on Amazon...
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Fundamentals of Probability and Statistics for EngineersJohn Wiley & Sons, 2004
This book was written for an introductory one-semester or two-quarter course in probability and statistics for students in engineering and applied sciences. No previous knowledge of probability or statistics is presumed but a good understanding of calculus is a prerequisite for the material.

The development of this book was guided by a...
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New Paradigm in Decision Science and Management: Proceedings of ICDSM 2018 (Advances in Intelligent Systems and Computing)Springer, 2019

	
		This book discusses an emerging area in computer science, IT and management, i.e., decision sciences and management. It includes studies that employ various computing techniques like machine learning to generate insights from huge amounts of available data; and which explore decision-making for cross-platforms that contain...
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Essentials of Mathematica: With Applications to Mathematics and PhysicsSpringer, 2007
Essential Mathematica: With Applications to Mathematics and Physics, based on the lecture notes of a course taught at the University of Illinois at Chicago to advanced undergrad and graduate students, teaches how to use Mathematica to solve a wide variety problems in mathematics and physics. It is illustrated with many detailed examples that...
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