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This self-contained introduction to modern cryptography emphasizes the mathematics behind the theory of public key cryptosystems and digital signature schemes. The book focuses on these key topics while developing the mathematical tools needed for the construction and security analysis of diverse cryptosystems. Only basic linear algebra is required of the reader; techniques from algebra, number theory, and probability are introduced and developed as required.
The book covers a variety of topics that are considered central to mathematical cryptography. Key topics include:

* classical cryptographic constructions, such as Diffie-Hellmann key exchange, discrete logarithm-based cryptosystems, the RSA cryptosystem, and digital signatures;

* fundamental mathematical tools for cryptography, including primality testing, factorization algorithms, probability theory, information theory, and collision algorithms;

* an in-depth treatment of important recent cryptographic innovations, such as elliptic curves, elliptic curve and pairing-based cryptography, lattices, lattice-based cryptography, and the NTRU cryptosystem.

Additional topics, including hash functions, pseudorandom number generators, zero-knowledge proofs, digital cash and DES/AES, are briefly described in the final chapter. This book is an ideal introduction for mathematics and computer science students to the mathematical foundations of modern cryptography. The book includes an extensive bibliography and index; supplementary materials are available online.

About the Author

Dr. Jeffrey Hoffstein has been a professor at Brown University since 1989 and has been a  visiting professor and tenured professor at several other universities since 1978. His research areas are number theory, automorphic forms, and cryptography. He has authored more than 50 publications.

Dr. Jill Pipher has been a professor at Brown Univesity since 1989. She has been an invited lecturer and has received numerous awards and honors. Her research areas are harmonic analysis, elliptic PDE, and cryptography. She has authored over 40 publications.

Dr. Joseph Silverman has been a professor at Brown University 1988. He served as the Chair of the Brown Mathematics department from 2001–2004. He has received numerous fellowships, grants and awards and is a frequently invited lecturer. His research areas are number theory, arithmetic geometry, elliptic curves, dynamical systems and cryptography. He has authored more than120 publications and has had more than 20 doctoral students.
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Advances in Fuzzy Object-Oriented Databases: Modeling and ApplicationsIdea Group Publishing, 2004

	Collecting the latest research results from the leading researchers in the field of fuzzy object-oriented databases, Advances in Fuzzy Object-Oriented Databases: Modeling and Applications provide a single source for current research and practical applications in fuzzy object-oriented databases. This book includes major aspects of fuzzy...
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Linux Schnellkurs für AdministratorenO'Reilly, 2007

	Als Bill Lubanovic und ich gerade die letzten Änderungen an diesem Buch 

	vornahmen, belauschte ich in unserem Cisco-Labor ein Gespräch zwischen zwei 

	Arbeitskollegen, die sich gerade über Linux unterhielten. Der Senior-Netzwerkguru der

	beiden ließ dabei eine interessante Bemerkung fallen. Er sagte, dass...
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Electronics Cookbook: Practical Electronic Recipes with Arduino and Raspberry PiO'Reilly, 2017

	
		If you’re among the many hobbyists and designers who came to electronics through Arduino and Raspberry Pi, this cookbook will help you learn and apply the basics of electrical engineering without the need for an EE degree. Through a series of practical recipes, you’ll learn how to solve specific problems while diving into...
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SAP SRM Advanced CCM Cookbook: Requisite Catalog and SAP CCM Configuration and ManagementEquity Press, 2005
Very soon after publishing the SAP SRM Advanced EBP Cookbook in April 2005, I realized that there is a great need for easy to access, easy to read information about SAP SRM’s Catalog management tools. This book is the answer to the many requests for information about catalog content management tool from SAP and also requests for information...
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Node.js High PerformancePackt Publishing, 2015

	Take your application to the next level of high performance using the extensive capabilities of Node.js


	About This Book

	
		Analyze, benchmark, and profile your Node.js application to find slow spots, and push it to the limit by eliminating performance bottlenecks
	
		Learn the basis of...
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Wireless Mesh Networks: Architectures and ProtocolsSpringer, 2007
The book includes a set of research and survey articles featuring the recent advances in theory and applications of wireless mesh networking technology which will be a significant component in the next generation (e.g., fourth generation) mobile communication networks. Wireless mesh networks consist of mesh clients and mesh routers, where the mesh...
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