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"I believe The Craft of System Security is one of the best software security books on the market today. It has not only breadth, but depth, covering topics ranging from cryptography, networking, and operating systems--to the Web, computer-human interaction, and how to improve the security of software systems by improving hardware. Bottom line, this book should be required reading for all who plan to call themselves security practitioners, and an invaluable part of every university's computer science curriculum."
 --Edward Bonver, CISSP, Senior Software QA Engineer, Product Security, Symantec Corporation

"Here's to a fun, exciting read: a unique book chock-full of practical examples of the uses and the misuses of computer security. I expect that it will motivate a good number of college students to want to learn more about the field, at the same time that it will satisfy the more experienced professional."
 --L. Felipe Perrone, Department of Computer Science, Bucknell University

Whether you're a security practitioner, developer, manager, or administrator, this book will give you the deep understanding necessary to meet today's security challenges--and anticipate tomorrow's. Unlike most books, The Craft of System Security doesn't just review the modern security practitioner's toolkit: It explains why each tool exists, and discusses how to use it to solve real problems.

After quickly reviewing the history of computer security, the authors move on to discuss the modern landscape, showing how security challenges and responses have evolved, and offering a coherent framework for understanding today's systems and vulnerabilities. Next, they systematically introduce the basic building blocks for securing contemporary systems, apply those building blocks to today's applications, and consider important emerging trends such as hardware-based security.

After reading this book, you will be able to

	
    Understand the classic Orange Book approach to security, and its limitations

    
	
    Use operating system security tools and structures--with examples from Windows, Linux, BSD, and Solaris

    
	
    Learn how networking, the Web, and wireless technologies affect security

    
	
    Identify software security defects, from buffer overflows to development process flaws

    
	
    Understand cryptographic primitives and their use in secure systems

    
	
    Use best practice techniques for authenticating people and computer systems in diverse settings

    
	
    Use validation, standards, and testing to enhance confidence in a system's security

    
	
    Discover the security, privacy, and trust issues arising from desktop productivity tools

    
	
    Understand digital rights management, watermarking, information hiding, and policy expression

    
	
    Learn principles of human-computer interaction (HCI) design for improved security

    
	
    Understand the potential of emerging work in hardware-based security and trusted computing
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Microsoft SharePoint 2010 development cookbookPackt Publishing, 2011


	There is a heavy demand in the marketplace for SharePoint developers that you could

	take advantage of—if only you had the opportunity to acquire the relevant skills! However,

	SharePoint 2010 is a big, old, product with a steep learning curve—so where

	do you begin?




	This book has been designed to take the...
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Web Technologies: Concepts, Methodologies, Tools, and Applications - 4 VolumesInformation Science Publishing, 2009
With the technological advancement of mobile devices, social networking, and electronic services, Web technologies continues to play an ever-growing part of the global way of life, incorporated into cultural, economical, and organizational levels. Web Technologies: Concepts, Methodologies, Tools, and Applications provides a comprehensive...
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Faster Smarter Microsoft Office 2003Microsoft Press, 2003
Now you can do the things you do every day with Office—create reports, manage  finances, send e-mail, and make a presentation—but do them faster, smarter, and  better. Dive in! This friendly, focused guide shows the best ways to use the  core features in your Office programs, so you spend more time doing and less  time learning. Use...
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Technology Matters: Questions to Live WithMIT Press, 2006

	Winner, 2009 Sally Hacker Prize given by the Society for the History of Technology (SHOT). and Choice Outstanding Academic Title, 2006

	

	Technology matters, writes David Nye, because it is inseparable from being human. We have used tools for more than 100,000 years, and their central purpose has not always been to...
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Joint Cognitive Systems: Foundations of Cognitive Systems EngineeringCRC Press, 2005
This book was written by pioneers in the field and offers a principled approach to studying human work with complex technology. … It seems destined to become a classic in the field.
 - Books-on-Line
In the nine compact chapters of Joint Cognitive Systems (JCS), two recognized figures in the field of human factors provide an...
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The Essential Patient Handbook: Getting the Health Care You Need - From Doctors Who KnowDemos Medical Publishing, 2004

	The Essential Patient Handbook was written for the millions of Americans who are dissatisfied with their medical care, and are looking for a practical no-nonsense way to get the help they need from their doctors. It contains lessons learned by two doctors (husband and wife) who endured immense challenges on the patient side of the...
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