					Home | Amazing | Today | Tags | Publishers | Years | Account | Search 	
		



	

	
		



	Advertisement

	



	Today's Books

		



	The Shellcoder's Handbook: Discovering and Exploiting Security Holes, 9780470080238 (047008023X), John Wiley & Sons, 2007
The black hats have kept up with security enhancements. Have you?
   In the technological arena, three years is a lifetime. Since the first edition of this book was published in 2004, built-in security measures on compilers and operating systems have become commonplace, but are still far from perfect. Arbitrary-code execution vulnerabilities still allow attackers to run code of their choice on your system—with disastrous results.   

   In a nutshell, this book is about code and data and what happens when the two become confused. You'll work with the basic building blocks of security bugs—assembler, source code, the stack, the heap, and so on. You'll experiment, explore, and understand the systems you're running—and how to better protect them.   

   

	Become familiar with security holes in Windows, Linux, Solaris, Mac OS X, and Cisco's IOS    
	
       Learn how to write customized tools to protect your systems, not just how to use ready-made ones    

    
	
       Use a working exploit to verify your assessment when auditing a network    

    
	
       Use proof-of-concept exploits to rate the significance of bugs in software you're developing    

    
	
       Assess the quality of purchased security products by performing penetration tests based on the information in this book    

    
	
       Understand how bugs are found and how exploits work at the lowest level    

    


About the Author
   
Chris Anley is a founder and director of NGSSoftware, a security software, consultancy, and research company based in London, England. He is actively involved in vulnerability research and has discovered security flaws in a wide variety of platforms including Microsoft Windows, Oracle, SQL Server, IBM DB2, Sybase ASE, MySQL, and PGP.
   John Heasman is the Director of Research at NGSSoftware. He is a prolific security researcher and has published many security advisories in enterprise level software. He has a particular interest in rootkits and has authored papers on malware persistence via device firmware and the BIOS. He is also a co-author of The Database Hacker’s Handbook: Defending Database Servers (Wiley 2005).   

   Felix “FX” Linder leads SABRE Labs GmbH, a Berlin-based professional consulting company specializing in security analysis, system design creation, and verification work. Felix looks back at 18 years of programming and over a decade of computer security consulting for enterprise, carrier, and software vendor clients. This experience allows him to rapidly dive into complex systems and evaluate them from a security and robustness point of view, even in atypical scenarios and on arcane platforms. In his spare time, FX works with his friends from the Phenoelit hacking group on different topics, which have included Cisco IOS, SAP, HP printers, and RIM BlackBerry in the past.   

   Gerardo Richarte has been doing reverse engineering and exploit development for more than 15 years non-stop. In the past 10 years he helped build the technical arm of Core Security Technologies, where he works today. His current duties include developing exploits for Core IMPACT, researching new exploitation techniques and other low-level subjects, helping other exploit writers when things get hairy, and teaching internal and external classes on assembly and exploit writing. As result of his research and as a humble thank you to the community, he has published some technical papers and open source projects, presented in a few conferences, and released part of his training material. He really enjoys solving tough problems and reverse engineering any piece of code that falls in his reach just for the fun of doing it.       
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High Performance Datacenter Networks: Architectures, Algorithms, & Opportunities (Synthesis Lectures on Computer Architecture)Morgan and Claypool Publishers, 2011

	Datacenter networks provide the communication substrate for large parallel computer systems that form the ecosystem for high performance computing (HPC) systems and modern Internet applications. The design of new datacenter networks is motivated by an array of applications ranging from communication intensive climatology, complex material...


		

Collateral Management: A Guide to Mitigating Counterparty Risk (Wiley Finance)John Wiley & Sons, 2019

	Insight into collateral management and its increasing relevance in modern banking
	
		In the wake of recent financial crises, firms of all sizes have adjusted their policies to incorporate more frequent instances of collateral management. Collateral Management: A Guide to Mitigating Counterparty Risk explains the...



		

Electronics: A Systems Approach (3rd Edition)Prentice Hall, 2006

	Electronics represents one of the most important, and rapidly changing, areas of engineering. It is used at the heart of a vast range of products that extends from mobile phones to computers, and from cars to nuclear power stations. For this reason, all engineers, scientists and technologists need a basic understanding of such systems, while...





	

Supervised Sequence Labelling with Recurrent Neural NetworksSpringer, 2012

	Supervised sequence labelling is a vital area of machine learning, encompassing tasks such as speech, handwriting and gesture recognition, protein secondary structure prediction and part-of-speech tagging. Recurrent neural networks are powerful sequence learning tools—robust to input noise and distortion, able to exploit long-range...


		

Advances in Digital Forensics VI: Sixth IFIP WG 11.9 International Conference on Digital Forensics, Hong Kong, ChinaSpringer, 2010

	Digital forensics deals with the acquisition, preservation, examination, analysis and presentation of electronic evidence. Networked computing, wireless communications and portable electronic devices have expanded the role of digital forensics beyond traditional computer crime investigations. Practically every type of crime now involves some...


		

Mastering Lumion 3DPackt Publishing, 2014

	Master the art of creating real-time 3D architectural visualizations using Lumion 3D


	About This Book

	
		Create professional architectural visualizations in seconds using real-time technology
	
		Learn the inbuilt Lumion effects to enhance your project to an expert level
	
		Covers...
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