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Kali Linux Network Scanning Cookbook - Second EditionPackt Publishing, 2017

	
		Over 100 practical recipes that leverage custom scripts and integrated tools in Kali Linux to help you effectively master network scanning

	
		About This Book

		
			Learn the fundamentals behind commonly used scanning techniques
	
			Deploy powerful scanning tools that are integrated...




		

Improving Web Application Security: Threats and CountermeasuresMicrosoft Press, 2003
This guide helps you to design, build, and configure hack-resilient Web applications. These are applications that reduce the likelihood of successful attacks and mitigate the extent of damage should an attack occur. This guide uses a three-layered approach: securing the network, securing the host, and securing the application. This guide...


		

Managing Information SecuritySyngress Publishing, 2010

	Managing Information Security offers focused coverage of how to protect mission critical systems, how to deploy security management systems, IT security, ID Management, intrusion detection and prevention systems, computer forensics, network forensics, firewalls, penetration testing, vulnerability assessment, and more. It offers in-depth...






		

Nmap 6: Network exploration and security auditing CookbookPackt Publishing, 2012

	Want to master Nmap and its scripting engine? Then this book is for you – packed with practical tasks and precise instructions, it's a comprehensive guide to penetration testing and network monitoring. Security in depth.


	Overview

	
		Master the power of Nmap 6
	
		Learn how the...



		

MCSE Self-Paced Training Kit (Exam 70-297): Designing a Microsoft Windows Server 2003 Active Directory and Network InfrastructureMicrosoft Press, 2003
Welcome to MCSE Self-Paced Training Kit (Exam 70-297): Designing a Microsoft Windows Server 2003 Active Directory and Network Infrastructure. This book teaches you how to gather the network requirements for a business, how to analyze an existing network, and how to...

		

Hacking For Dummies (Computer/Tech)For Dummies, 2006
Welcome to Hacking For Dummies, 2nd Edition. This book outlines — in plain English — computer hacker tricks and techniques that you can use to assess the security of your own information systems, find security vulnerabilities, and fix the weaknesses before criminal hackers and rogue insiders have an opportunity to take advantage of...





		

Practical Intrusion Analysis: Prevention and Detection for the Twenty-First CenturyAddison Wesley, 2009

	The Only Definitive Guide to New State-of-the-Art Techniques in Intrusion Detection and Prevention


	 


	Recently, powerful innovations in intrusion detection and prevention have evolved in response to emerging threats and changing business environments....


		

Open Source Fuzzing ToolsSyngress Publishing, 2007
A "fuzzer" is a program that attempts to discover security vulnerabilities by sending random data to an application. If that application crashes, then it has deffects to correct. Security professionals and web developers can use fuzzing for software testing--checking their own programs for problems--before hackers do it!
Open...


		

Instant Kali LinuxPackt Publishing, 2013

	Kali Linux is currently the de-facto standard operating system of the security industry. It acts as a Swiss army knife and is a one-stop solution to most of the problems faced by security professionals. The availability of different open source and free tools under a single banner makes it easy and quick while dealing with security...






		

Kali Linux: Assuring Security By Penetration TestingPackt Publishing, 2014

	Master the art of penetration testing with Kali Linux


	Overview

	
		Learn penetration testing techniques with an in-depth coverage of Kali Linux distribution
	
		Explore the insights and importance of testing your corporate network systems before the hackers strike
	
		Understand the...



		

Metasploit Penetration Testing Cookbook - Third Edition: Evade antiviruses, bypass firewalls, and exploit complex environments with the most widely used penetration testing frameworkPackt Publishing, 2018

	
		Over 100 recipes for penetration testing using Metasploit and virtual machines

	
		Key Features

		
			Special focus on the latest operating systems, exploits, and penetration testing techniques
	
			Learn new anti-virus evasion techniques and use Metasploit to evade countermeasures

...


		

Android Security CookbookPackt Publishing, 2013

	Practical recipes to delve into Android's security mechanisms by troubleshooting common vulnerabilities in applications and Android OS versions


	Overview

	
		Analyze the security of Android applications and devices, and exploit common vulnerabilities in applications and Android operating systems

...
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