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The CEH Prep Guide: The Comprehensive Guide to Certified Ethical HackingJohn Wiley & Sons, 2007
A benchmark guide for keeping networks safe with the Certified Ethical Hacker program
    Seasoned authors Ronald Krutz and Russell Dean Vines continue in the tradition of their CISSP security franchise by bringing you this comprehensive guide to the Certified Ethical Hacker (CEH) program. Serving as a valuable tool for...


		

SQL Injection Attacks and Defense, Second EditionSyngress Publishing, 2012

	SQL Injection Attacks and Defense, First Edition: Winner of the Best Book Bejtlich Read Award 


	"SQL injection is probably the number one problem for any server-side application, and this book unequaled in its coverage." -Richard Bejtlich, Tao Security blog 


	SQL injection represents...


		

How to Cheat at Configuring Open Source Security ToolsSyngress Publishing, 2007
The Perfect Reference for the Multitasked SysAdmin

This is the perfect guide if network security tools is not your specialty. It is the perfect introduction to managing an infrastructure with freely available, and powerful, Open Source tools. Learn how to test and audit your systems using products like Snort and...





		

Metasploit Penetration Testing Cookbook, Second EditionPackt Publishing, 2013

	Metasploit software helps security and IT professionals identify security issues, verify vulnerability mitigations, and manage expert-driven security assessments. Capabilities include smart exploitation, password auditing, web application scanning, and social engineering. Teams can collaborate in Metasploit and present their findings in...


		

Quick Start Guide to Penetration Testing: With NMAP, OpenVAS and MetasploitApress, 2018

	
		Get started with NMAP, OpenVAS, and Metasploit in this short book and understand how NMAP, OpenVAS, and Metasploit can be integrated with each other for greater flexibility and efficiency. You will begin by working with NMAP and ZENMAP and learning the basic scanning and enumeration process. After getting to know the differences...



		

Hands-On Penetration Testing with Python: Enhance your ethical hacking skills to build automated and intelligent systemsPackt Publishing, 2019

	
		Implement defensive techniques in your ecosystem successfully with Python

	
		Key Features

		
			Identify and expose vulnerabilities in your infrastructure with Python
	
			Learn custom exploit development
	
			Make robust and powerful cybersecurity tools with Python

...






		

Managing Cisco Network SecuritySyngress Publishing, 2000
Providing good internetwork security and remaining current on new
hardware and software products is a never-ending task. Every network
security manager aims to achieve the best possible security because
the risks are real and the stakes are high. An enterprise must decide
what level of security is required, taking into account...

		

The Shellcoder's Handbook: Discovering and Exploiting Security HolesJohn Wiley & Sons, 2004
Uncover, exploit, and close security holes in any software or operating system
    Every day, patches are created to cover up security holes in software applications and operating systems. But by the time you download a patch, it could be too late. A hacker may have already taken advantage of the hole and wreaked havoc on your system. This...


		

Web Application Security, A Beginner's GuideMcGraw-Hill, 2011

	Security Smarts for the Self-Guided IT Professional


	“Get to know the hackers—or plan on getting hacked. Sullivan and Liu have created a savvy, essentials-based approach to web app security packed with immediately applicable tools for any information security practitioner sharpening his or her tools or just starting...






		

Security in Wireless Ad Hoc and Sensor NetworksJohn Wiley & Sons, 2009
This book provides an in-depth guide to security in wireless ad hoc and sensor networks
    

    Security in Wireless Ad Hoc and Sensor Networks introduces the reader to the fundamentals and key issues related to wireless ad hoc networking, with an emphasis on security. It discusses the security attacks and...


		

Nessus, Snort, & Ethereal Power Tools : Customizing Open Source Security Applications (Jay Beale's Open Source Security)Syngress Publishing, 2005
One of the most attractive attributes of Nessus is the simplicity of creating custom extensions (or
plugins) to be run with the Nessus engine.This benefit is gained via the specialized language
NASL (Nessus Attack Scripting Language). NASL supplies the infrastructure to write networkbased
scripts without the need to implement the...

		

Enterprise Security: The Manager's Defense GuideAddison Wesley, 2002
E-Business is on the rise, but so are the likelihood and severity of computer attacks. Melissa, the Love Bug, Nimda, and Reezak all caught the e-Business community off guard, costing billions of dollars in lost productivity and damage. Maintaining enterprise security is now, without question, a crucial aspect of doing business in today's...
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