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Next Generation Red TeamingSyngress Publishing, 2015

	Red Teaming is can be described as a type of wargaming.In private business, penetration testers audit and test organization security, often in a secretive setting. The entire point of the Red Team is to see how weak or otherwise the organization’s security posture is. This course is particularly suited to CISO’s and CTO’s...


		

Financial Cybersecurity Risk Management: Leadership Perspectives and Guidance for Systems and InstitutionsApress, 2018

	
		Understand critical cybersecurity and risk perspectives, insights, and tools for the leaders of complex financial systems and markets. This book offers guidance for decision makers and helps establish a framework for communication between cyber leaders and front-line professionals. Information is provided to help in the analysis of...


		

Computer Security: Art and ScienceAddison Wesley, 2002
"This is an excellent text that should be read by every computer security professional and student."      —Dick Kemmerer, University of California, Santa Barbara. 

"This is the most complete book on information security theory, technology, and practice that I have encountered anywhere!" 

—Marvin...





		

Protecting Oracle Database 12cApress, 2014

	Protecting Oracle Database 12c helps you solve the problem of maximizing the safety, resilience, and security of an Oracle database whilst preserving performance, availability, and integration despite ongoing and new security issues in the software. The book demonstrates, through coded examples, how you can enable the consolidation...


		

Learning Python Web Penetration Testing: Automate web penetration testing activities using PythonPackt Publishing, 2018

	
		Leverage the simplicity of Python and available libraries to build web security testing tools for your application

	
		Key Features

		
			Understand the web application penetration testing methodology and toolkit using Python
	
			Write a web crawler/spider with the Scrapy library

...


		

CERT Resilience Management Model (RMM): A Maturity Model for Managing Operational ResilienceAddison Wesley, 2010

	CERT® Resilience Management Model (CERT-RMM) is an innovative and transformative way to manage operational resilience in complex, risk-evolving environments. CERT-RMM distills years of research into best practices for managing the security and survivability of people, information, technology, and facilities. It...






		

Instant Metasploit StarterPackt Publishing, 2013

	The Metasploit framework is an exploit development framework. It has evolved as a one stop shop for all the needs of ethical hacking. For a beginner who wishes to learn the framework and domain, Metasploit provides everything to make your life easier and secure your world from attackers.


	This book is written in such a way that...


		

Practical Unix & Internet Security, 3rd EditionO'Reilly, 2003
This new edition of Practical Unix & Internet Security  provides detailed coverage of today's increasingly important security and networking issues. Focusing on the four most popular Unix variants today--Solaris, Mac OS X, Linux, and FreeBSD--this book contains new information on PAM (Pluggable Authentication...

		

Penetration Testing BootcampPackt Publishing, 2017

	Key Features

	
		Get practical demonstrations with in-depth explanations of complex security-related problems
	
		Familiarize yourself with the most common web vulnerabilities
	
		Get step-by-step guidance on managing testing results and reporting



	Book Description

...






		

Fuzzing: Brute Force Vulnerability DiscoveryAddison Wesley, 2007
The concept of fuzzing has been around for almost two decades but has only recently captured widespread attention. In 2006, we saw a plague of new vulnerabilities emerge that affected popular client-side applications including Microsoft Internet Explorer, Microsoft Word and Microsoft Excel; a large portion of these vulnerabilities were discovered...

		

Earthquake Early Warning SystemsSpringer, 2007


	In the last few decades economic losses due to natural disasters have increased

	exponentially worldwide and little progress has been seen in reducing

	their rate of fatalities. This also holds for earthquake disasters and

	is mainly due to increasing population and industrial density in high hazard

	and vulnerability areas....

		

Nmap in the Enterprise: Your Guide to Network ScanningSyngress Publishing, 2008
Richard Stiennon, vice president at Gartner
"Nmap is one of the tools in your toolbox you need as a network analyst. I would recommend everyone in the world use it to check port 135 to see if [they] have desktop servers listening on it. If you don't, you're going to be down in the next couple of weeks."     

       A...
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